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(17E00410)  CORPORATE INFORMATION MANAGEMENT 

(Elective VI) 

Objective:The objective of the course is to provide a broad outline of Information Technology and its 

application at corporate business units and to understand all the issues related to the IT management. 

1. IT planning and strategy tools: Strategy analysis – environment analysis- Conducting 

strategy audit- Assessing opportunities and risks- Company –technology analysis – 

Industry –technology analysis Trajectories of technology. 

2. Extending the enterprise: Organising for innovation –Collaboration- Understanding 

business networks: differentiation interdependence and ownership – Designing hybrid 

governance models- Building collaborative community- Emerging network business 

models.  

3. IT Alignments : Building the case for IT- leveraging infrastructure and creating options- 

Components of internet working infrastructures –Rise of internet working – business 

implications, Managing IT services : Availability facilities- uninterruptible power –

Delivery- climate control – security – New service models. 

4. IT outsourcing - Managing risk through incremental outsourcing- Outsourcing 

advantages and disadvantages- Outsourcing opportunities-  Managing relationships with 

outsourcing agencies, Coordination and control of IT :Development stages of IT in 

organising-  Nolans’ model-  Distributed data processing - Centralisation vs 

decentralisation- drivers toward user dominance- Drivers towards centralised policy- 

Coordination and location IT policy.  

5. Project management: Project categories- Project management: stage in project  –

planning and controlling tools-Problems – Towards effective project management, 

Technology and innovation:Understanding technological developments- Technology 

cycles-. Creative idea generation- Employee creativity – R&D- Role in technology 

development.  
 

Text Books: 

 C,S,G,,Krishnamcaharyulu and Lalitha R. Management of Technology, Himalaya 

 Lynda M.Applegate, Robert D.Ausitn and F. Warren McFarlan, Corporate Information 

strategy and Management,  TMH  

 

References: 

 SanjivaShnkar Dubey, IT strategy and Management, PHI. 

 Parag Kulkarni IT strategy for Business, Oxford. 

 V.K.Narayan, Managing Technology and Innovation for competitive Advantage, 

Pearson. 

 C.K. Prahlad, The New Age of Innovation. TMH. 
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UNIT-3 

IT ALIGNMENTS 

3) COMPONENTS OF INTERNET WORKING INFRASTRUCTURES: 

Infrastructure Components 

IT infrastructure is composed of seven major components: 

1. Computer hardware platforms include client machines and server machines, 

as well as modern mainframes produced by IBM. Blade servers are ultrathin 

servers, intended for a single dedicated application, and are mounted in space-

saving racks. 

2. Operating system platforms include platforms for client computers, 

dominated by Windows operating systems, and servers, dominated by the various 

forms of the UNIX operating system or Linux. Operating systems are software that 

manage the resources and activities of the computer and act as an interface for the 

user. 

3. Enterprise and other software applications include SAP, Oracle, and 

PeopleSoft, and middleware software that are used to link a firm's existing 

application systems. 

4. Data management and storage is handled by database management software 

and storage devices include traditional storage methods, such as disk arrays and 

tape libraries, and newer network-based storage technologies such as storage area 

networks (SANs). SANs connect multiple storage devices on dedicated high-speed 

networks. 

5. Networking and telecommunications platforms include Windows server 

operating systems, Novell, Linux, and UNIX. Nearly all LAN and many wide area 

networks (WANs) use the TCP/IP standards for networking. 

6. Internet platforms overlap with, and must relate to, the firm's general 

networking infrastructure and hardware and software platforms. Internet-related 

infrastructure includes the hardware, software and services to maintain corporate 

Web sites, intranets, and extranets, including Web hosting services and Web 

software application development tools. A Web hosting service maintains a large 

Web server, or series of servers, and provides fee-paying subscribers with space to 

maintain their Web sites. 
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7. Consulting and system integration services are relied on for integrating a 

firm's legacy systems with new technology and infrastructure and providing 

expertise in implementing new infrastructure along with relevant changes in 

business processes, training, and software integration. Legacy systems are 

generally older transaction processing systems created for mainframe computers 

that continue to be used to avoid the high cost of replacing or redesigning them. 
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4) RISE OF INTERNET WORKING: 

The U.S. Department of Defense awarded contracts as early as the 1960s, 

including for the development of the ARPANET project, directed by Robert Taylor 

and managed by Lawrence Roberts. 

The first message was sent over the ARPANET in 1969.The Internet 

protocol suite (TCP/IP) was developed by Robert E. Kahn and Vint Cerf in the 

1970s and became the standard networking protocol on the ARPANET. 

In the 1980s, research at CERN in Switzerland by British computer scientist 

Tim Berners-Lee resulted in the World Wide Web, linking hypertext documents 

into an information system, accessible from any node on the network. 

Since the mid-1990s, the Internet has had a revolutionary impact on culture, 

commerce, and technology, including the rise of near-instant communication by 

electronic mail, instant messaging, voice over Internet Protocol (VoIP) telephone 

calls, two-way interactive video calls, and the World Wide Web with its discussion 

forums, blogs, social networking, and online shopping sites. 

The Internet's takeover of the global communication landscape was almost 

instant in historical terms: it only communicated 1% of the information flowing 

through two-way telecommunications networks in the year 1993, already 51% by 

2000, and more than 97% of the telecommunicated information by 2007. 

Today the Internet continues to grow, driven by ever greater amounts of 

online information, commerce, entertainment, and social networking. However, the 

future of the global internet may be shaped by regional differences in the world. 

During the first decade or so of the public internet, the immense changes it 

would eventually enable in the 2000s were still nascent. In terms of providing 

context for this period, mobile cellular devices ("smartphones" and other cellular 

devices) which today provide near-universal access, were used for business and not 

a routine household item owned by parents and children worldwide.  

Social media in the modern sense had yet to come into existence, laptops 

were bulky and most households did not have computers. Data rates were slow and 

most people lacked means to video or digitize video; media storage was 

transitioning slowly from analog tape to digital optical discs (DVD and to an extent 

still, floppy disc to CD).  
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Enabling technologies used from the early 2000s such as PHP, modern Java 

script and Java, technologies such as AJAX, HTML 4 (and its emphasis on CSS), 

and various software frameworks, which enabled and simplified speed of web 

development, largely awaited invention and their eventual widespread adoption. 

The Internet was widely used for mailing lists, emails, e-commerce and early 

popular online shopping (Amazon and eBay for example), online forums and 

bulletin boards, and personal websites and blogs, and use was growing rapidly, but 

by more modern standards the systems used were static and lacked widespread 

social engagement.  

It awaited a number of events in the early 2000s to change from a 

communications technology to gradually develop into a key part of global society's 

infrastructure. 

The changes that would propel the Internet into its place as a social system 

took place during a relatively short period of no more than five years, starting from 

around 2004. They included: 

The call to "Web 2.0" in 2004 (first suggested in 1999), 

Accelerating adoption and commoditization among households of, and 

familiarity with, the necessary hardware (such as computers). 

Accelerating storage technology and data access speeds – hard drives 

emerged, took over from far smaller, slower floppy discs, and grew from 

megabytes to gigabytes (and by around 2010, terabytes), RAM from hundreds of 

kilobytes to gigabytes as typical amounts on a system, and Ethernet, the enabling 

technology for TCP/IP, moved from common speeds of kilobits to tens of megabits 

per second, to gigabits per second. 

High speed Internet and wider coverage of data connections, at lower prices, 

allowing larger traffic rates, more reliable simpler traffic, and traffic from more 

locations, 

The gradually accelerating perception of the ability of computers to create 

new means and approaches to communication, the emergence of social media and 

websites such as Twitter and Facebook to their later prominence, and global 

collaborations such as Wikipedia (which existed before but gained prominence as a 

result),and shortly after (approximately 2007–2008 onward) 
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The mobile revolution, which provided access to the Internet to much of 

human society of all ages, in their daily lives, and allowed them to share, discuss, 

and continually update, inquire, and respond. 

Non-volatile RAM rapidly grew in size and reliability, and decreased in 

price, becoming a commodity capable of enabling high levels of computing 

activity on these small handheld devices as well as solid-state drives (SSD). 

The process of change generally described as "Web 2.0" was itself greatly 

accelerated and transformed only a short time later by the increasing growth in 

mobile devices. This mobile revolution meant that computers in the form of 

smartphones became something many people used, took with them everywhere, 

communicated with, used for photographs and videos they instantly shared or to 

shop or seek information "on the move" – and used socially, as opposed to items 

on a desk at home or just used for work. 

Location-based services, services using location and other sensor 

information, and crowdsourcing (frequently but not always location based), 

became common, with posts tagged by location, or websites and services becoming 

location aware. Mobile-targeted websites (such as "m.website.com") became 

common, designed especially for the new devices used. 

 Netbooks, ultrabooks, widespread 4G and Wi-Fi, and mobile chips capable 

or running at nearly the power of desktops from not many years before on far 

lower power usage, became enablers of this stage of Internet development, and the 

term "App" emerged (short for "Application program" or "Program") as did the 

"App store". 

5) BUSINESS IMPLICATIONS: 

Business-IT alignment is a dynamic state in which a business organization is 

able to use information technology (IT) to achieve business objectives - typically 

improved financial performance or marketplace competitiveness. 

 Some definitions focus more on outcomes (the ability of IT to produce 

business value) than means (the harmony between IT and business decision-

makers within the organizations). 

 for example, alignment is the capacity to demonstrate a positive relationship 

between information technologies and the accepted financial measures of 

performance. 
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This alignment is in contrast to what is often experienced in organizations: 

IT and business professionals unable to bridge the gap between themselves because 

of differences in objectives, culture, and incentives and a mutual ignorance for the 

other group's body of knowledge.  

This rift generally results in expensive IT systems that do not provide 

adequate return on investment. For this reason, the search for business-IT 

alignment is closely associated with attempts to improve the business value of IT 

investments. 

Business-IT alignment integrates the information technology to the strategy, 

mission, and goals of the organization. Key characteristics in order to achieve this 

alignment are: 

The organization must view information technology as an instrument to 

transform the business. This includes exploring other revenue streams and 

integrating other facets of their business into each other. For example, using one 

central data warehouse to combine two separate, but partnering businesses. 

An organization must hold customer service, both externally and internally, 

at the utmost importance. Communication between the organization and their 

customers must not be lost. 

An organization must rotate both IT and business professionals across 

different departments and job functions. They must have the knowledge and 

experience of both sides of the business so that understanding and communication 

is achieved. Once those three characteristics are achieved, 

An organization must provide clear and specific goals to both the IT and 

business employees. This will create the integration of both entities to achieve a 

common goal. 

Ensure that IT and business employees understand how the company makes 

or loses money. This is important so that money is not carelessly poured into the IT 

department and there is no return on that investment. 

Organizations must create a vibrant and inclusive company culture. There 

must not only be informational unity, but a company as whole. 

It is not unusual for business and IT professionals within an organization to 

experience conflict and in-fighting as lack of mutual understanding and the failure 

to produce desired results leads to blaming and mistrust. The search for B/I 
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alignment often includes efforts to establish trust between these two groups and a 

mechanism for consensus decision-making. 

6) MANAGING IT SERVICES: 

Managed IT Service 

Many IT service providers that work with small businesses are called 

managed service providers. This can actually encompass a variety of specifics, but 

allows the business to service the company’s network on an ongoing basis at a 

regular rate. It is often less costly for companies over time, since it can prevent 

expensive problems from forming in the first place. 

This is the type of service that Joerg Laves eventually landed on for his 

business, IT Secure Services. Laves says, “We decided to make the change from 

reacting to problems and move toward a standards based configuration where we 

provide surveillance to see what’s going on and resolve issues before they actually 

turn into problems.” 

7) AVAILABILITY FACILITIES: 

Here are some popular types of IT services to consider. 

On Demand IT 

Another way to structure an IT service business is by offering services on 

demand. You can still offer the same variety of specific functions. But instead of 

companies paying a regular monthly fee, they just pay for each individual service 

when they need it. 

Network Setup 

You could also offer a preliminary setup service for businesses just looking 

to get their networks up and running. It’s possible to offer this as a standalone 

service, but could be even more valuable as part of a managed IT package. 

Network Security 

Cybersecurity is a major concern for all businesses. So evaluating and 

responding to potential threats is a popular service for a lot of IT businesses. IT 

Secure offers this as one of the services in its managed IT offerings. But some 

businesses also offer it as a separate service. 
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Database Management 

A database is the system that a business uses to monitor and access its data 

throughout the lifecycle. It would include things like customer and employee 

information, sales and finances. Database management includes organizing that 

data to ensure compliance, security and performance of data-driven applications. 

Cloud Computing 

This category includes any type of IT service that is delivered over the 

internet or a dedicated cloud network. So a cloud platform or SaaS offering would 

fall into this category. So essentially, you could create a type of software that is 

delivered to users over the cloud and then charge them a membership fee for the 

ability to access it. 

Software Support 

If you enjoy dealing with software products like those that run databases, 

spreadsheets or multimedia, you can offer a service where you provide support for 

users that are in need of technical fixes. You can focus on a specific type of 

software or list of programs, or offer a more generalized service. 

Data Storage 

You can also simply provide a platform or service for companies or 

individuals to store their data. You can provide a cloud platform or on-premises 

storage option for system backups or additional storage so that users don’t have to 

keep everything on their main devices. You could also combine this with a security 

offering if you deal with sensitive or proprietary data. 

VoIP Service 

VoIP stands for Voice over Internet Protocol. You can offer an online 

service that allows your clients to communicate with others via voice calling, either 

on an ongoing or as-needed basis. You can even add this service in as an option for 

a managed IT service, as IT Secure Services does. 

Computer Repair 

If you prefer working with hardware like computers, motherboards and 

graphics cards, you can provide repair services for companies or individuals in 

your area. This type of work does usually require meeting with clients in person at 
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some point, so you probably need to focus your target market within your local 

community. 

8) UNINTERRUPTIBLE POWER: 

An uninterruptible power supply or uninterruptible power source (UPS) is an 

electrical apparatus that provides emergency power to a load when the input power 

source or mains power fails.  

A UPS differs from an auxiliary or emergency power system or standby 

generator in that it will provide near-instantaneous protection from input power 

interruptions, by supplying energy stored in batteries, supercapacitors, or 

flywheels. 

 The on-battery run-time of most uninterruptible power sources is relatively 

short (only a few minutes) but sufficient to start a standby power source or 

properly shut down the protected equipment. It is a type of continual power 

system. 

A UPS is typically used to protect hardware such as computers, data centers, 

telecommunication equipment or other electrical equipment where an unexpected 

power disruption could cause injuries, fatalities, serious business disruption or data 

loss. 

 UPS units range in size from units designed to protect a single computer 

without a video monitor (around 200 volt-ampere rating) to large units powering 

entire data centers or buildings. The world's largest UPS, the 46-megawatt Battery 

Electric Storage System (BESS), in Fairbanks, Alaska, powers the entire city and 

nearby rural communities during outages. 

Common power problems 

The primary role of any UPS is to provide short-term power when the input 

power source fails. However, most UPS units are also capable in varying degrees 

of correcting common utility power problems: 

--Voltage spike or sustained overvoltage. 

--Momentary or sustained reduction in input voltage. 

--Voltage sag. 
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--Noise, defined as a high frequency transient or oscillation, usually injected into 

the line by nearby equipment. 

--Instability of the mains frequency. 

Harmonic distortion, defined as a departure from the ideal sinusoidal waveform 

expected on the line 

Some manufacturers of UPS units categorize their products in accordance 

with the number of power-related problems they address. 

Technologies 

The three general categories of modern UPS systems are on-line, line-interactive 

and standby: 

An on-line UPS uses a "double conversion" method of accepting AC input, 

rectifying to DC for passing through the rechargeable battery (or battery strings), 

then inverting back to 120 V/230 V AC for powering the protected equipment. 

A line-interactive UPS maintains the inverter in line and redirects the 

battery's DC current path from the normal charging mode to supplying current 

when power is lost. 

In a standby ("off-line") system the load is powered directly by the input 

power and the backup power circuitry is only invoked when the utility power fails. 

Most UPS below one kilovolt-ampere (1 kVA) are of the line-interactive or 

standby variety which are usually less expensive. 

For large power units, dynamic uninterruptible power supplies (DUPS) are 

sometimes used. A synchronous motor/alternator is connected on the mains via a 

choke. Energy is stored in a flywheel.  

When the mains power fails, an eddy-current regulation maintains the power 

on the load as long as the flywheel's energy is not exhausted. DUPS are sometimes 

combined or integrated with a diesel generator that is turned on after a brief delay, 

forming a diesel rotary uninterruptible power supply (DRUPS). 

A fuel cell UPS was developed in recent years[when?] using hydrogen and a 

fuel cell as a power source, potentially providing long run times in a small space. 

 



CIM-SYSTEMS PAPER  HR-SYSTEMS SPECLISATION 

UNIT-3: IT ALIGNMENTS Balaji Inst Of IT&Mngt 

Batteries 

Battery cabinet 

There are three main types of UPS batteries: Valve Regulated Lead Acid 

(VRLA), Flooded Cell or VLA batteries,Lithium Ion batteries. The run-time for a 

battery-operated UPS depends on the type and size of batteries and rate of 

discharge, and the efficiency of the inverter.  

The total capacity of a lead–acid battery is a function of the rate at which it 

is discharged, which is described as Peukert's law. 

Manufacturers supply run-time rating in minutes for packaged UPS systems. 

Larger systems (such as for data centers) require detailed calculation of the load, 

inverter efficiency, and battery characteristics to ensure the required endurance is 

attained. 

Power management (PM) requires- 

The UPS to report its status to the computer it powers via a communications 

link such as a serial port, Ethernet and Simple Network Management Protocol, 

GSM/GPRS or USB 

A subsystem in the OS that processes the reports and generates notifications, 

PM events, or commands an ordered shut down.[15] Some UPS manufacturers 

publish their communication protocols, but other manufacturers (such as APC) use 

proprietary protocols. 

The basic computer-to-UPS control methods are intended for one-to-one 

signaling from a single source to a single target. For example, a single UPS may 

connect to a single computer to provide status information about the UPS, and 

allow the computer to control the UPS. Similarly, the USB protocol is also 

intended to connect a single computer to multiple peripheral devices. 

In some situations, it is useful for a single large UPS to be able to 

communicate with several protected devices. For traditional serial or USB control, 

a signal replication device may be used, which for example allows one UPS to 

connect to five computers using serial or USB connections. 

However, the splitting is typically only one direction from UPS to the 

devices to provide status information. Return control signals may only be 

permitted from one of the protected systems to the UPS. 
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Distribution of UPS status and control data requires that all intermediary 

devices such as Ethernet switches or serial multiplexers be powered by one or 

more UPS systems, in order for the UPS alerts to reach the target systems during a 

power outage.  

To avoid the dependency on Ethernet infrastructure, the UPSs can be 

connected directly to main control server by using GSM/GPRS channel also. The 

SMS or GPRS data packets sent from UPSs trigger software to shut down the PCs 

to reduce the load. 

9) DELIVERY: 

IT service delivery is the manner in which a corporation provides users 

access to IT services, which include applications, data storage and other business 

resources. IT service delivery covers design, development, deployment, operation 

and retirement.  

Many IT professionals play a role in these various stages of service delivery. 

Quality of IT service delivery is gauged by metrics included in a service-level 

agreement (SLA). 

The IT team enforces both preferred and prohibited approaches in 

accordance with established regulations, compliance and governance requirements 

or best industry practices. 

A formalized system for IT service delivery benefits an organization with 

large or complex software and hardware deployments, diverse system 

requirements, dynamic IT configuration changes, high uptime requirements, and 

demanding user expectations. Business units have options outside of the dedicated 

IT team, including public cloud hosting and software-as-a-service products. 

The products and resources involved in the lifecycle of a service are referred 

to as the IT service delivery platform. 

IT service delivery tools -- interchangeably referred to as ITSM tools -- 

generally cover diverse functional areas, including the following: 

 The overlapping categories of help desk and service desk; 

 A service catalog, which is a collection of services offered to users, 

sometimes based on role or permissions; 

 Knowledge and issue management; 

 A configuration management database; 
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 Workflow management to follow queries and requests from development to 

delivery; and 

 Performance and log monitoring to track the behavior and availability of 

each application and service. 

IT operations and data center personnel also can improve IT service delivery 

via technologies that provision IT resources faster, such as containers, 

virtualization and cloud. 

 

The IT service delivery process consists of following steps as shown in the 

above figure- 

The IT service delivery process is a cyclic one  

 Business people leaders needs and Goals. 

 Software engineers develop applications. 

 IT architects designs the infrastructure. 

 The team recommends improvements. 

 IT ops deploys, monitors and maintain services. 
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10) CLIMATE CONTROL: 

In business and accounting, information technology controls (or IT controls) 

are specific activities performed by persons or systems designed to ensure that 

business objectives are met. They are a subset of an enterprise's internal control. 

 IT control objectives relate to the confidentiality, integrity, and availability 

of data and the overall management of the IT function of the business enterprise. 

IT controls are often described in two categories: 

1) IT general controls (ITGC). 

2) IT application controls. 

IT general controls (ITGC) and IT application controls. ITGC include 

controls over the Information Technology (IT) environment, computer operations, 

access to programs and data, program development and program changes. 

 IT application controls refer to transaction processing controls, sometimes 

called "input-processing-output" controls. Information technology controls have 

been given increased prominence in corporations listed in the United States by 

the Sarbanes-Oxley Act.  

The COBIT Framework (Control Objectives for Information Technology) is 

a widely used framework promulgated by the IT Governance Institute, which 

defines a variety of ITGC and application control objectives and recommended 

evaluation approaches. 

 IT departments in organizations are often led by a Chief Information 

Officer (CIO), who is responsible for ensuring effective information technology 

controls are utilized. 

1) IT General Controls (ITGC) 

ITGC represent the foundation of the IT control structure. They help ensure 

the reliability of data generated by IT systems and support the assertion that 

systems operate as intended and that output is reliable. ITGC usually include the 

following types of controls: 

 Control environment, or those controls designed to shape the corporate 

culture or "tone at the top." 

https://en.wikipedia.org/wiki/Business
https://en.wikipedia.org/wiki/Accounting
https://en.wikipedia.org/wiki/Internal_control
https://en.wikipedia.org/wiki/ITGC
https://en.wikipedia.org/wiki/ITGC
https://en.wikipedia.org/wiki/Information_Technology
https://en.wikipedia.org/wiki/United_States
https://en.wikipedia.org/wiki/Sarbanes-Oxley_Act
https://en.wikipedia.org/wiki/COBIT
https://en.wikipedia.org/wiki/Chief_Information_Officer
https://en.wikipedia.org/wiki/Chief_Information_Officer
https://en.wikipedia.org/wiki/Tone_at_the_top
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 Change management procedures - controls designed to ensure the changes 

meet business requirements and are authorized. 

 Source code/document version control procedures - controls designed to 

protect the integrity of program code 

 Software development life cycle standards - controls designed to ensure IT 

projects are effectively managed. 

 Logical access policies, standards and processes - controls designed to 

manage access based on business need. 

 Incident management policies and procedures - controls designed to address 

operational processing errors. 

 Problem management policies and procedures - controls designed to identify 

and address the root cause of incidents. 

 Technical support policies and procedures - policies to help users perform 

more efficiently and report problems. 

 Hardware/software configuration, installation, testing, management 

standards, policies and procedures. 

 Disaster recovery/backup and recovery procedures, to enable continued 

processing despite adverse conditions. 

 Physical security - controls to ensure the physical security of information 

technology from individuals and from environmental risks. 

2) IT application controls- 

IT application or program controls are fully automated (i.e., performed 

automatically by the systems) designed to ensure the complete and accurate 

processing of data, from input through output. These controls vary based on the 

business purpose of the specific application. These controls may also help ensure 

the privacy and security of data transmitted between applications. Categories of IT 

application controls may include: 

 Completeness checks - controls that ensure all records were processed from 

initiation to completion. 

https://en.wikipedia.org/wiki/Change_management
https://en.wikipedia.org/wiki/Source_code
https://en.wikipedia.org/wiki/Document
https://en.wikipedia.org/wiki/Version_control
https://en.wikipedia.org/wiki/Software_development_life_cycle
https://en.wikipedia.org/wiki/Logical_access_control
https://en.wikipedia.org/wiki/Incident_management
https://en.wikipedia.org/wiki/Problem_management
https://en.wikipedia.org/wiki/Technical_support
https://en.wikipedia.org/wiki/Computer_hardware
https://en.wikipedia.org/wiki/Software
https://en.wikipedia.org/wiki/Disaster_recovery
https://en.wikipedia.org/wiki/Backup
https://en.wikipedia.org/wiki/Physical_security
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 Validity checks - controls that ensure only valid data is input or processed. 

 Identification - controls that ensure all users are uniquely and irrefutably 

identified. 

 Authentication - controls that provide an authentication mechanism in the 

application system. 

 Authorization - controls that ensure only approved business users have 

access to the application system. 

 Input controls - controls that ensure data integrity fed from upstream sources 

into the application system. 

 Forensic controls - control that ensure data is scientifically correct and 

mathematically correct based on inputs and outputs. 

The organization's Chief Information Officer (CIO) or Chief Information 

Security Officer (CISO) is typically responsible for the security, accuracy and 

the reliability of the systems that manage and report the company's data, including 

financial data.  

 

11) SECURITY: 

IT security is a set of cybersecurity strategies that prevents unauthorized 

access to organizational assets such as computers, networks, and data. It maintains 

the integrity and confidentiality of sensitive information, blocking the access of 

sophisticated hackers. 

As hackers get smarter, the need to protect your digital assets and network 

devices is even greater. While providing IT security can be expensive, a significant 

breach costs an organization far more. 

 Large breaches can jeopardize the health of a small business. During or 

after an incident, IT security teams can follow an incident response plan as a risk 

management tool to gain control of the situation. 

Although IT security and information security sound similar, they do refer to 

different types of security. Information security refers to the processes and tools 

https://en.wikipedia.org/wiki/Chief_Information_Officer
https://en.wikipedia.org/wiki/Chief_Information_Security_Officer
https://en.wikipedia.org/wiki/Chief_Information_Security_Officer
https://en.wikipedia.org/wiki/Security
https://en.wikipedia.org/wiki/Accuracy
https://en.wikipedia.org/wiki/Reliability_engineering
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designed to protect sensitive business information from invasion, whereas IT 

security refers to securing digital data, through computer network security. 

Threats to IT security can come in different forms. A common threat is 

malware, or malicious software, which may come in different variations to infect 

network devices, including: 

1)Ransomware. 

2)Spyware. 

3)Viruses. 

These threats make it even more important to have reliable security practices 

in place. Learn more about malware to stay protected. 

IT security prevents malicious threats and potential security breaches that 

can have a huge impact on your organization. When you enter your internal 

company network, IT security helps ensure only authorized users can access and 

make changes to sensitive information that resides there.  

IT security works to ensure the confidentiality of your organization’s data. 

Network security 

Network security is used to prevent unauthorized or malicious users from 

getting inside your network. This ensures that usability, reliability, and integrity 

are uncompromised. This type of security is necessary to prevent a hacker from 

accessing data inside the network. It also prevents them from negatively affecting 

your users’ ability to access or use the network. 

Network security has become increasingly challenging as businesses 

increase the number of endpoints and migrate services to public cloud. 

Internet security 

Internet security involves the protection of information that is sent and 

received in browsers, as well as network security involving web-based 

applications. These protections are designed to monitor incoming internet traffic 

for malware as well as unwanted traffic. 

 This protection may come in the form of firewalls, antimalware, and 

antispyware. 
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Endpoint security 

Endpoint security provides protection at the device level. Devices that may 

be secured by endpoint security include cell phones, tablets, laptops, and desktop 

computers. Endpoint security will prevent your devices from accessing malicious 

networks that may be a threat to your organization. Advance malware protection 

and device management software are examples of endpoint security. 

Cloud security 

Applications, data, and identities are moving to the cloud, meaning users are 

connecting directly to the Internet and are not protected by the traditional security 

stack. Cloud security can help secure the usage of software-as-a-service (SaaS) 

applications and the public cloud. 

  A cloud-access security broker (CASB), secure Internet gateway (SIG), and 

cloud-based unified threat management (UTM) can be used for cloud security. 

Application security 

With application security, applications are specifically coded at the time of 

their creation to be as secure as possible, to help ensure they are not vulnerable to 

attacks. This added layer of security involves evaluating the code of an app and 

identifying the vulnerabilities that may exist within the software. 

12) NEW SERVICE MODELS: 

NEW BUSINESS MODEL- 

B2B firms are being put under increasing pressure by innovations in the 

business to consumer (B2C) arena. These innovations help us all carry out daily 

tasks simply and efficiently – even enjoyably – and, by doing so, they are raising 

our expectations of service levels in all areas of our lives.  

To help B2B companies better understand and adopt these new business 

models, we have identified five key aspects of B2C innovations are the user 

experience, augmented resources, platforms, multi-sided markets and ecosystems. 

Business models are stylized models that describe how companies create and 

deliver value to their customers, and how they get rewarded for doing that.  

The business model construct encompasses the product or service, the 

customer and market, the company’s role within the value chain, and the economic 
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engine that enables it to meet its profitability and growth objectives. Business 

models are often used by startups as modeling tools to help them design, prototype 

and build their new ventures.  

They are also used by established companies to plan, develop and support 

their innovation process.   

Specifying a Value Creation Model 

The first step in business model construction or analysis is the specification 

of a value-creation model. This involves first identifying the target customers and 

the offering that will create differentiated value for them. 

 Differentiation is important: to attract customers and make a profit, the 

offering has to be better than the competition on a dimension that makes a 

substantive difference to customers. The dimensions of differentiation vary across 

companies. 

 For example, Walmart creates differentiated value for cost-sensitive 

consumers by selling a large variety of products at low prices. Apple creates 

differentiated value for consumers who are willing to pay for well-designed, 

“cool,” innovative products. 

Having a product or service that truly solves a significant problem for a 

well-defined customer segment is a good start, but it’s not enough. Any business 

needs to have effective go-to-market strategies that focus on getting the product or 

service to market, acquiring customers, securing revenue and market traction, and 

growing the market.  

Finally, value creation takes place along an end-to-end value chain. 

However, companies have to choose which parts of the value chain they will 

actually participate in. 

 For example, a company that develops new technology may choose to 

license its technology to an established player without being involved in either 

production or distribution. 

Specifying a Profit Model- 

The profit model of a business starts with an identification of its revenue 

streams and the associated costs. Since revenue = price × quantity and price is a 
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key dimension of the value created for customers, it links the value-creation model 

to the company’s profit model. 

 

The business model concept has been used often in the context of electronic 

business. Indeed, the use of the term “business model” took off in the mid-nineties 

and paralleled the growth of the internet, the vast majority of its definitions in the 

literature are related to applications of IT. 

 

This is not surprising, as IT has been a major force reshaping business 

models over the past twenty years. As Tim Berners-Lee, the inventor of the World 

Wide Web put it before the turn of the century. 
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(17E00410)  CORPORATE INFORMATION MANAGEMENT 

(Elective VI) 

Objective:The objective of the course is to provide a broad outline of Information Technology and its 

application at corporate business units and to understand all the issues related to the IT management. 

1. IT planning and strategy tools: Strategy analysis – environment analysis- Conducting 

strategy audit- Assessing opportunities and risks- Company –technology analysis – 

Industry –technology analysis Trajectories of technology. 

2. Extending the enterprise: Organising for innovation –Collaboration- Understanding 

business networks: differentiation interdependence and ownership – Designing hybrid 

governance models- Building collaborative community- Emerging network business 

models.  

3. IT Alignments : Building the case for IT- leveraging infrastructure and creating options- 

Components of internet working infrastructures –Rise of internet working – business 

implications, Managing IT services : Availability facilities- uninterruptible power –

Delivery- climate control – security – New service models. 

4. IT outsourcing - Managing risk through incremental outsourcing- Outsourcing 

advantages and disadvantages- Outsourcing opportunities-  Managing relationships with 

outsourcing agencies, Coordination and control of IT :Development stages of IT in 

organising-  Nolans’ model-  Distributed data processing - Centralisation vs 

decentralisation- drivers toward user dominance- Drivers towards centralised policy- 

Coordination and location IT policy.  

5. Project management: Project categories- Project management: stage in project  –

planning and controlling tools-Problems – Towards effective project management, 

Technology and innovation:Understanding technological developments- Technology 

cycles-. Creative idea generation- Employee creativity – R&D- Role in technology 

development.  
 

Text Books: 
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 Lynda M.Applegate, Robert D.Ausitn and F. Warren McFarlan, Corporate Information 

strategy and Management,  TMH  
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UNIT-4 

IT OUTSOURCING  

 

INTRODUCTION- 
  Outsourcing is an agreement in which one company hires another 

company to be responsible for a planned or existing activity that is or could be 

done internally.  

It often involves the contracting of a business process (e.g., payroll 

processing, claims processing), operational, and/or non-core functions, such as 

manufacturing, facility management, call center support). The term "outsourcing" 

came from "outside resourcing" and dates back to at least 1981. Outsourcing 

sometimes involves transferring employees and assets from one firm to another. 

Outsourcing is also the practice of handing over control of public services to 

private enterprises. 

Outsourcing includes both foreign and domestic contracting, and 

sometimes includes 1) Offshoring (relocating a business function to a distant 

country) or   

                            2) Nearshoring (transferring a business process to a nearby 

country). 

Offshoring is the relocation of a business process from one country to 

another—typically an operational process, such as manufacturing, or supporting 

processes, such as accounting. Typically, this refers to a company business, 

although state governments may also employ offshoring. More recently, 

offshoring has been associated primarily with the outsourcing of technical and 

administrative services supporting domestic and global operations from outside 

the home country ("offshore outsourcing"), by means of internal (captive) or 

external (outsourcing) delivery models. 

Nearshoring is the transferring a business process from one country to 

nearby country i.e., from India to nearby country’s like Srilanka, Bangladesh etc. 

 

 

https://en.wikipedia.org/wiki/Business_process
https://en.wikipedia.org/wiki/Facility_management
https://en.wikipedia.org/wiki/Call_center
https://en.wikipedia.org/wiki/Firm
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1. MANAGING RISK THROUGH INCREMENTAL OUTSOURCING: 

Incremental outsourcing refers to the “generational” approach to 
outsourcing, and is generally used by companies that are inexperienced with 
outsourcing their business processes (BP) to outside service providers. Through 
the course of their outsourcing journey they mature in managing their 
outsourcing process and build trust with their service providers, while also 
becoming more and more reliant on their services. 

The first generation of outsourcing is often just an experiment. The 
company only outsources a small part of their BP to outside providers, and as a 
result, they only achieve marginal cost savings and increase in efficiency at this 
stage, and also start to build trust toward their service provider. 

If the experiment was successful, the company enters the second generation of 
outsourcing, where there is an increase in trust between the parties, and the 
number of services outsourced. The company also becomes more dependent on 
its service provider. 

The third generation of outsourcing requires a high level of trust and dependency 
on the service provider. The goals of the two parties become aligned, and their 
relationship turns into a strategic partnership. 

 Fixed Price: Client pays a set price at an aggregate level for a defined 

scope of work. Price is inclusive of labor, materials, profit, and overhead. 

Price changes occur solely when scope changes or negotiated variables 

are modified (e.g., indexing). 

 Time and Material: Client pays for the amount of time providers spend 

delivering the service, typically priced on a set price per hour. The hourly 

rate is fully loaded with all salary, benefits, overhead, and profit. 

 Unit Pricing: Client pays a fixed fee for a defined unit of service such as 

per square foot or meter, per hour, per move. The volume of “units” is 

the only variable, although many times the actual price per unit varies 

based upon volume. 

 Direct Cost: Client pays for the actual cost of delivering the service. The 

service provider is compensated for overhead and profit, either based on 
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cost-plus negotiated margin or fixed negotiated fee that varies based 

upon negotiated volume tiers. 

2) OUTSOURCING ADVANTAGES AND DISADVANTAGES: 

Outsourcing is a common practice of contracting out business functions and 
processes to third-party providers. The benefits of outsourcing can be substantial 
- from cost savings and efficiency gains to greater competitive advantage. 

On the other hand, loss of control over the outsourced function is often a 
potential business risk. You should consider carefully the pros and cons of 
outsourcing before deciding to contract out any activities or business operations. 

ADVANTAGES OF OUTSOURCING 

There are many reasons why a business may choose to outsource a 
particular task, job or a process. For example, some of the recognized benefits of 
outsourcing include: 

 improved focus on core business activities - outsourcing can free up your 
business to focus on its strengths, allowing your staff to concentrate on 
their main tasks and on the future strategy 

 increased efficiency - choosing an outsourcing company that specializes in 
the process or service you want them to carry out for you can help you 
achieve a more productive, efficient service, often of greater quality 

 controlled costs - cost-savings achieved by outsourcing can help you 
release capital for investment in other areas of your business 

 increased reach - outsourcing can give you access to capabilities and 
facilities otherwise not accessible or affordable 

 greater competitive advantage - outsourcing can help you leverage 
knowledge and skills along with your complete supply chain 

 
Outsourcing can also help to make your business more flexible and agile, able 

to adapt to changing market conditions and challenges, while providing cost 
savings and service level improvements. 

DISADVANTAGES OF OUTSOURCING 

Outsourcing involves handing over direct control over a business function or 
process to a third party. As such, it comes with certain risks. For example, when 
outsourcing, you may experience problems with: 
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 service delivery - which may fall behind time or below expectation 

 confidentiality and security - which may be at risk 

 lack of flexibility - contract could prove too rigid to accommodate change 

 management difficulties - changes at the outsourcing company could lead 
to friction 

 instability - the outsourcing company could go out of business 
 
3) OUTSOURCING OPPORTUNITIES- 
 There are many opportunities in Outsourcing few are listed below, 

1) Cost curtailment and risk sharing: 
 

Perhaps the most basic stimulant that galvanizes companies worldwide to 
embrace outsourcing is, cost reduction. Outsourcing is an effective tool to 
mitigate the burden of unnecessary costs.  

Cost minimization objective can be achieved by various means, such as 
paring down nonessential infrastructure, transforming fixed costs into variable 
costs, etc. Outsourcing is akin to the "don't put all your eggs in one basket" 
strategy of portfolio management. It helps the organizations to share some 
business risks with the external service provider. 
 

2) Augmented strategic focus: 
 
Outsourcing provides the organizations the required leeway to contemplate 

on what it is good at, i.e., its core competencies. In this era of globalization cut-
throat competition is pushing the businesses to constantly upgrade themselves. 
Outsourcing non-critical activities to third-parties gives ample opportunities to 
understand the mechanics of innovation. 
 

3) Access to high-end technologies and specialized expertise: 
 
When a company outsources a specific business process to a service 

provider, it is surely getting access to sophisticated technologies and specialized 
expertise. The third-party vendor will manage the business process effortlessly by 
dint of its superior domain knowledge. This in turn will inject ingenuity into the 
process, and execution will happen at a rapid pace. 
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4) Increased flexibility to address demand volatility: 
 

Gauging correctly the demand dynamics is very important for any business 
to stay afloat in the long-run. Customer preferences have an incessant tendency 
to change over time. Outsourcing equips organizations with ultra-responsive 
radars to address this issue and thereby secure a competitive edge over peers. 
 
OUTSOURCING RISKS- 

 
1) CONTRACT LOOPHOLES: 

A transparent and all-inclusive contract is needed to sidestep future 
disagreements. The contract should be designed after envisioning the future 
requirements of both the outsourcer and the service provider. As and when 
needed, the services of legal experts should be solicited. If the contract becomes 
untenable after some point of time, the whole outsourcing arrangement will go 
awry. 
 

2) POLITICO-ECONOMIC ISSUES: 
 
Uncontrollable politico-economic issues are a well-known source of 

headache for the outsourcer as well as the third-party vendor. Political turmoil or 
instability, animosity between nations, change in employment laws, etc., can take 
its toll on the outsourcing deal. 

 Similarly macro and micro economic factors like runaway inflation, 
tweaking of tax laws, increase or decrease in profit repatriation limit, etc., are 
enough to get cold feet. 
 

3) EROSION OF REPUTATION AND CUSTOMER DISSATISFACTION: 
 

The general notion is that outsourcing enhances customer satisfaction but on 
the flip side it might not always be the case. Sloppy handling of cultural and 
linguistic diversities can tarnish the image of the outsourcer and thereby diminish 
the customer satisfaction level. 
 
 
 
 



CIM-SYSTEMS PAPER  HR-SYSTEMS SPECLISATION 

UNIT-4: IT OUTSOURCING                                                            Balaji Inst of IT & Management 

4) PRIVACY ISSUES AND CONFLICT OF INTEREST: 
 

Threat to privacy and siphoning of data are major security issues in 
outsourcing. Adequate monitoring system must be deployed to preclude any form 
of intellectual property infringement. Moreover, the service provider's standard 
of service delivery may fall drastically due to a concealed clash of interest. 
 
4) MANAGING RELATIONSHIPS WITH OUTSOURCING- 

Outsourcing relationship management (ORM) is the business discipline 

widely adopted by companies and public institutions to manage one or more 

external service providers as part of an outsourcing strategy.  

ORM is a broadly used term that encompasses elements of organizational 

structure, management strategy and information technology infrastructure. 

Outsourcing gained prominence as a business strategy in the early to mid-

1980s, and was originally driven by the desire to reduce costs in labor-intensive 

business processes. 

1. Keep communication lines open and ensure that business and relationship 
goals are clearly and regularly conveyed. 

Help both your internal team and your outsourced parties to keep abreast 

of the changing goals and objectives your organization is facing. It’s important to 

communicate that as the economy changes and moves on, your organization will 

be trying to keep ahead of its game. 

 Communicate what your organization is doing to align itself to the new 

challenges –what its values are and what others now expect of it – and how all 

this translates to the goals of the delivery objectives you are working on 

together. 

 This is just the start, because the contract that governs your relationship 

should go further to clearly state the objectives that are required of the 

outsourced partner and how ‘good behavior’ should align to the business 

outcomes you both want to achieve.  

On the other side, when matters are not going to plan, it should also 

mandate how often progress meetings should take place, how to handle 
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disputes and so forth – a roadmap to how the relationship can achieve best 

value for all parties. 

2. CREATE AND SHARE YOUR PLAN OF ACTION. 

Write it all down in an initial draft, collaborate between your internal 

stakeholders and those at your partner/supplier. Once it is agreed, let everyone 

have a copy. It’s important that the very first step in any outsourced project 

update is a thorough review of what’s actually needed and why.  

It’s essential to ask all the right questions of all the right people, involving 

all appropriate stakeholders in the process and accurately transcribing this 

information in as clear and simple language as possible into a working document 

that all parties can refer to. 

 In most cases, it goes without saying that the documentation that goes to 

make up the written record of expectations and responsibilities under best 

practices in relationship and contractual management should be safely stored in 

a secure and organized facility and regularly updated with current versions. 

However, even today, we still find organizations that are unable to find signed 

copies of contract terms, schedules and change variation notices. 

 Don’t fall victim to this. If a dispute arises, you will be kicking yourself that 

you don’t have the ‘official’ version of what you ‘thought’ you had agreed and 

signed off. 

3. WHEEDLE OUT AND ERADICATE ANY AMBIGUITY. 

Lack of clarity in verbal, written or contractual communications can send 

parties off on completely the wrong track. In the worst case, it can leave the 

door ajar for abuse if the partner/supplier you are dealing with has manipulative 

behavioral tendencies.  

It will help you enormously to hunt down these ambiguous ‘grey areas’ 

and clarify what it is you are trying to express. Keep in mind that contractual 

documents do tend to be quite lengthy by their very nature, and excessive 

attention to detail could have a negative as well as a positive effect (giving the 

other party the impression that you do not trust in their ability, or 

overcomplicating matters), so clarity and brevity when discussing KPIs, SLAs and 

suchlike, must go hand in hand here. 
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4. RESPECT REALISTIC CAPACITY. 

Understanding the abilities and restrictions of your outsourced partner is 

essential. From the point where you ask them to commit to KPIs and schedules 

to their ability to deliver on outcomes, it is imperative that you develop a clear 

understanding of their respective capacities so rewards can be developed for 

driving great outcomes.  

Likewise, levels of restitution can be set for failing to meet targets. Doing 

so effectively will encourage best performance/behaviors or development the 

right environment for them to be fostered. 

5. REGULAR CONTACT. 

To build rapport, create commercial trust, become aware of issues early in 

their evolution and to maintain a view of progress against plans, you should 

create, and stick religiously to, a regular communication schedule.  

This can be face-to-face or by video chat, by phone or email, and the 

detail and regularity of these conversations could well impact on the success of 

your relationship together.  

From the outset it would always be useful to create and maintain a 

decision timeline, showing not only what needs to be done and when, but also 

what was done, by whom and why. 

6. TOUGH BUT FAIR. 

When looking at issues, it’s important to recognize that it’s not always the 

fault of your partner/supplier. Sometimes your own team can be holding things 

back – getting too involved in the day-to-day work, encroaching on your 

outsourced team’s area of expertise, and so on.  

Stop this from happening as it could not only be impeding progress and 

reducing outcome value, but it could also be weakening your contractual 

position should things go really wrong. However, if the partner is the cause of 

project/relationship issues – poor performance, environment, behaviors, 

decisions, attitude, and so forth – then it’s important that if informal stakeholder 

management isn’t improving the relationship, you should use the escalation 

mechanisms within your contract to pull them back into line in a timely fashion. 
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 It is critical to escalate poor-performance issues according to the process 

outlined in your written contract. There are usually mitigating circumstances to 

get around this, but if matters get into formal dispute, it will cost a lot of money 

to evidence and argue through what those mitigating circumstances actually are.  

It’s better to avoid the argument, and just make sure you escalate matters 

in line with the written contractual terms. If you have a strong relationship, 

matters shouldn’t need to be formally escalated, as your governance process will 

have headed these issues off at the early stages.  

But if you are in a relationship that is experiencing manipulative behavior, 

do not worry about taking a tough stance where one is warranted, because 

being a pushover and not pursuing legitimate escalation remedies will simply 

weaken your contractual position.  

Worse still, if matters descend into a formal dispute you will find that not 

having followed the formal escalation process in the contract will mean it will be 

very difficult to hold the offending party to account. 

7. BE CONSISTENT. 

You will want to be able to come through any formal escalation process, 

ideally, with your outsourced relationship intact. So, to handle issues in a 

professional manner according to supplier management best practices, always 

do so along your pre-agreed governance (which should align with your contract 

terms).  

It’s important you keep to the behaviors outlined in your contract terms. If 

the terms themselves don’t drive good behaviors between you both, then agree 

between yourself and your partner/supplier to realign the contract terms until 

they do. Nothing will degrade a relationship faster than a feeling of bias or 

unfairness that could come from actual or perceived inconsistency. 

8. ENCOURAGE VALUE-BOOSTING BEHAVIORS. 

Built into any good outsourced relationship’s contract should be 

mechanisms for encouraging best performance. This could be in the form of 

rewards or remedies and can be related to targets or outcomes.  
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However you decide to achieve the behaviors believed to be most 

conducive to value added results, it is important that you set them out and 

communicate them clearly so all appreciate both the benefits and impacts of 

good and bad behaviors on the project and themselves. 

 The subtle use of behavior management techniques, combined with 

sensible contractual clauses – such as those that avoid escalation to the point 

where monies or services are withheld until disputes are resolved, but rather 

take a ‘fix first, argue later’ approach – can save a considerable amount of time 

and money. 

5) CONTROL AND COORDINATION OF INFORMATION TECHNOLOGY: 

In multinational corporations (MNCs), subsidiaries operate in environments 

separated, not only by geographical distances, but also by time, language, politics, 

and legal frameworks. Such heterogeneity of operating environments puts great 

demands on the management of information systems (IS) to control and 

coordinate the organizations worldwide IS operations.  

The corporate Information Services (IS) department is the unit responsible for 

providing or coordinating the delivery of computer-based information services in 

an organization. These services include: 

1. Developing, maintaining, and maintaining organizational information systems 

2. Facilitating the acquisition and adaptation of software and hardware. 

3. Coordinates the delivery of many of these services, rather than providing all of 

them itself. 

Firms organize their Information Services function in very different ways, 

reflecting the nature of their business, their general structure and business 

strategy, their history, and the way they wish to provide information services to 

the business units.  

Most of the IS departments remain centralized. Traditional organization 

chart shown a functional structure is shown in Figure 14.1a. Figure 14.1b shows a 

more contemporary structure of a centralized IS unit. This structure is far better 

suited to servicing a firm's business units with specialized consulting and end-user 

oriented services. 
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Centralized IS departments are giving way in many firms to the IS function 

decentralized to the business units of the firm [Figure 14.2]. In a decentralized 

structure: 

1. The corporate IS department is principally responsible for the corporate 

information system infrastructure - telecommunications network and 

management of corporate databases. 

2. Developing and maintaining corporate information systems standards 

3. Supervising systems integrators who perform information services for the firm 

under outsourcing arrangements 

4. Interacting with vendors to ensure quantity discounts and other benefits of 

corporate scale. 

Many companies have created a senior management position, the Chief 

Information Officer (CIO), to oversee the use of information technology. 

Responsibilities include ensuring the coordination of the overall corporate 

information technology effort. 

The primary advantage of decentralization is that it contains departmental 

IS groups who report directly to the heads of their business units. These members 

are familiar with the unit’s specific needs and are responsive to its concerns. 

Members of the Information Service units possess a wide variety of skills.  

Most of these people combine their technology expertise with an 

understanding of the corporate business lines they serve. 

Trend: With the increasing role of outsourcing and acquisition of software 

packages, the IS units of most firms are expected to become smaller over time, 

yet its specialists will have to offer enhanced expertise in both technology and 

business processes. 

INFORMATION SYSTEMS SPECIALISTS: 

Two principal occupations of IS specialists include: analysts and programmers. 

1. Responsibilities of analysts include: 

a. Analyze the users' information requirements, develops systems prototypes, and 

often designs information systems based on the requirements specification. 
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b. Play the key role in translating business problems and opportunities into 

information systems 

c. Provide a liaison between the users and other IS specialists 

d. Problem solver who can perform a variety of tasks relating to defining, 

developing, and exploiting information systems. They must combine business 

knowledge with a keen understanding of the potential of technology in order to 

communicate effectively with end users on the one hand and technical specialists 

or programmers on the other. 

e. Senior analysts act as project managers during system development 

2. Responsibilities of the programmers include: 

a. Implement the analyst's specifications. A systems designer translates these 

specifications of what the system is expected to do into high-level specifications 

for the needed system components. 

b. Develop and test the programs that satisfy the requirements established by the 

analysts, using the design specifications worked up by the designer. 

c. Maintain the programs. These applications programmers are supported by 

systems programmers who maintain systems software and have considerable 

technical expertise. 

Many organizations have created a senior management position, the Chief 

Information Officer (CIO) who is responsible for information services. The CIO has 

the following responsibilities: 

1. Coordinates the entire corporate IS effort and has the primary responsibility for 

linking the IS plans and implementation to the company's business plans. 

2. Focus the attention of top corporate management on the contribution that 

information technology can make to the firm's business. 

 MANAGING INFORMATION SYSTEMS OPERATIONS 

The objective of the IS operations staff is to keep information systems 

running smoothly: to process transactions with an acceptable response time, 

deliver reports on time, and ensure reliable and efficient operation of data 

centers and telecommunications networks. 
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 In the fact of the general trend toward distribution of the information 

processing function and the growth of end-user computing, corporate data 

centers retain their vital role as repositories of corporate database. Like any other 

major corporate asset, information systems must be controllable. 

FUNCTIONS OF IS OPERATIONS 

The principal concern of IS operations is to ensure that information services are 

delivered in an uninterrupted, reliable, and secure fashion. Challenges include: 

1. Managing the distributed hardware environment 

2. Variety of possible organizational designs for the IS function itself 

(centralization and decentralization, partial or total outsourcing). 

3. Design of the system must be selected to match corporate objectives and then 

this design must be modified as the objectives change. 

Major functions of IS operations include: 

1. Data entry. 

2. Operations of computer systems in data centers. 

3. Operational support for the equipment in the hands of end users and support 

of end users with information centers and help desks. 

4. Maintenance of wide area telecommunications links and local area networks. 

5. Maintenance of databases, including periodic reorganizations for efficiency's 

sake. 

6. Production control in data centers. 

7. Production support. 

8. Ensuring the physical security of operations, including the operation of firewalls 

against unauthorized access over the Internet. 

9. Controlled distribution of information output, such as reports, perhaps in an 

electronic form. 

10. Dealing with vendors and consultants, in particular, supervising the vendors to 

whom services have been outsourced. 
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11. Planning the necessary processing and telecommunications capacities. 

12. Protecting the systems from a variety of threats to its security. 

 
6) DEVELOPMENT STAGES OF IT IN ORGANIZING:  

The systems development lifecycle (SDLC) concept applies to a range of 

hardware and software configurations, as a system can be composed of hardware 

only, software only, or a combination of both.  
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There are usually six stages in this cycle: analysis, design, development and 

testing, implementation, documentation, and evaluation. 

1. Analysis,  

2. Design,  

3. Development and testing,  

4. Implementation, 

5. Documentation, and  

6.  Evaluation. 

Analysis 

The goal of analysis is to determine where the problem is, in an attempt to 

fix the system. This step involves breaking down the system in different pieces to 

analyze the situation, analyzing project goals, breaking down what needs to be 

created, and attempting to engage users so that definite requirements can be 

defined. 

Design  

In systems design, the design functions and operations are described in 

detail, including screen layouts, business rules, process diagrams, and other 

documentation. The output of this stage will describe the new system as a 

collection of modules or subsystems. 

The design stage takes as its initial input the requirements identified in the 

approved requirements document. For each requirement, a set of one or more 

design elements will be produced as a result of interviews, workshops, and/or 

prototype efforts. 

Design elements describe the desired system features in detail, and they 

generally include functional hierarchy diagrams, screen layout diagrams, tables of 

business rules, business process diagrams, pseudo-code, and a complete entity-

relationship diagram with a full data dictionary.  
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These design elements are intended to describe the system in sufficient 

detail, such that skilled developers and engineers may develop and deliver the 

system with minimal additional input design. 

Environments  

Environments are controlled areas where systems developers can build, 

distribute, install, configure, test, and execute systems that move through the 

SDLC. Each environment is aligned with different areas of the SDLC and is 

intended to have specific purposes.  

Examples of such environments include the: 

Development environment, where developers can work independently of 

each other before trying to merge their work with the work of others; 

common build environment, where merged work can be built, together, as 

a combined system; 

systems integration testing environment, where basic testing of a system's 

integration points to other upstream or downstream systems can be tested; 

user acceptance testing environment, where business stakeholders can test 

against their original business requirements; and 

production environment, where systems finally get deployed for final use 

by their intended end users. 

Testing 

The code is tested at various levels in software testing. Unit, system, and 

user acceptance testing’s are often performed. This is a grey area as many 

different opinions exist as to what the stages of testing are and how much, if any 

iteration occurs.  

Iteration is not generally part of the waterfall model, but the means to 

rectify defects and validate fixes prior to deployment is incorporated into this 

phase. 

The following are types of testing that may be relevant, depending on the 

type of system under development: 
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Defect testing the failed scenarios, including defect tracking 

 Path testing 

 Data set testing 

 Unit testing 

 System testing 

 Integration testing 

 Black-box testing 

 White-box testing 

 Regression testing 

 Automation testing 

 User acceptance testing 

 Software performance testing 

Training and transition  

Once a system has been stabilized through adequate testing, the SDLC 

ensures that proper training on the system is performed or documented before 

transitioning the system to its support staff and end users. 

 Training usually covers operational training for those people who will be 

responsible for supporting the system as well as training for those end users who 

will be using the system after its delivery to a production operating environment. 

After training has been successfully completed, systems engineers and 

developers transition the system to its final production environment, where it is 

intended to be used by its end users and supported by its support and operations 

staff. 

Operations and maintenance  

The deployment of the system includes changes and enhancements before 

the decommissioning or sunset of the system. Maintaining the system is an 

important aspect of SDLC.  
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As key personnel change positions in the organization, new changes will be 

implemented. There are two approaches to system development: the traditional 

approach (structured) and object oriented. 

 Information engineering includes the traditional system approach, which is 

also called the structured analysis and design technique. The object oriented 

approach views information system as a collection of objects that are integrated 

with each other to make a full and complete information system. 

Evaluation  

The final phase of the SDLC is to measure the effectiveness of the system 

and evaluate potential enhancements. 

 
7) NOLANS MODEL: 

Information systems cannot deliver value from the first day in an 

organization. The organization needs time and maturity to be able to leverage the 

information system. Various organizations are at different levels of maturity in 

dealing with information systems.  

Nolan has provided a model for such information systems using maturity in 

organizations. However, empirical evidence is not available in favor of such 

models but intuitively, it seems correct. 

 To leverage the benefits of information, an organization has to first 

appreciate the usefulness of information. This requires a change in the mindset 

and way of working. Organization culture needs to change to accommodate this 

kind of information-based working. 

 Changing organizations takes time and hence, organizations pass through 

stages of maturity in dealing with information systems. 

Nolan's Six-stage Model 

One of the stages of growth model, helping in the understanding of the role 

of information systems, in an organization's strategy and its maturity. Earlier, in a 

similar model called the four-stage growth model the maturity of an organization 

was captured in terms of use of information systems. The stages are, 
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Initiation-in which the primary focus is cost reduction and only specialized 

applications are run with a specialized staff. Management in not very keen on 

monitoring the information system. 

Expansion-in which application increase rapidly. Specialization of staff and 

applications is the order of the day. Management begins to take note of the new 

way of doing things. 

Formalization-in which emphasis is laid on control and specialization, is built 

around control. Management controls information systems. 

Maturity-in which database oriented applications proliferate. Information is used 

as a resource. 

Nolan (1979) indicated that there are Six Stages in the information system 
evolutionary process. It is an improvement over the four-stage model. The stages 
are: 

 

 

 

1. Initiation- in which the organization has an operational focus and tries to 
get operational efficiency and thereby limited value from the information 
systems. 

2. Contagion-in which the organization moves towards online systems after 
having tasted success in the initiation stage. More users are added. 

3. Control-in which the management exercises control and makes a cost-
benefit type of assessment. 
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4. Integration-in which the organization moves away from an ad hoc isolated 
solutions based on information system to a service based information 
system. This is the stage when the organization transitions from a data 
processing outlook about information systems to more holistic information-
based decision-making approach towards information systems. A more 
comprehensive approach towards information systems results in changes in 
the organization's behavior towards information systems and initiates a 
new appreciation for data and information. 

5. Data administration-in which the organization begins to appreciate the 
value of information and makes efforts to centralize the data management 
to take advantage of the benefits of information based decision-making. 

6. Maturity-in which the organization creates synergies in its corporate 
objectives and information systems planning so that the two can work in a 
synchronized manner. 

 
8) DISTRIBUTED DATA PROCESSING: 

Distributed data processing is a computer-networking method in which 
multiple computers across different locations share computer-processing 
capability.  

This is in contrast to a single, centralized server managing and providing 
processing capability to all connected systems. Computers that comprise the 
distributed data-processing network are located at different locations but 
interconnected by means of wireless or satellite links. 
Advantages: 
Lower Cost 

Larger organizations invest in expensive mainframe and supercomputers to 

function as centralized servers. Each mainframe machine, for example, costs 

several hundred thousand dollars versus several thousand dollars for a few 

minicomputers, according to the University of New Mexico.  

Distributed data processing considerably lowers the cost of data sharing 

and networking across an organization by comprising several minicomputers that 

cost significantly less than mainframe machines. 
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Reliable 

Hardware glitches and software anomalies can cause single-server 

processing to malfunction and fail, resulting in a complete system breakdown. 

Distributed data processing is more reliable, since multiple control centers are 

spread across different machines. 

 A glitch in any one machine does not impact the network, since another 

machine takes over its processing capability. Faulty machines are quickly isolated 

and repaired. This makes distributed data processing more reliable than single-

server processing systems. 

Improved Performance and Reduced Processing Time 

Single computers are limited in their performance and efficiency. An easy 

way to increase performance is by adding another computer to a network. Adding 

yet another computer will further augment performance, and so on.  

Distributed data processing works on this principle and holds that a job gets 

done faster if multiple machines are handling it in parallel, or synchronously. 

Complicated statistical problems, for example, are broken into modules and 

allocated to different machines where they are processed simultaneously. This 

significantly reduces processing time and improves performance. 

Flexible 

Individual computers that comprise a distributed network are present at 

different geographical locations. For example, an organizational-distributed 

network comprising of three computers can have each machine in a different 

branch.  

The three machines are interconnected via the Internet and are able to 

process data in parallel, even while at different locations. This makes distributed 

data-processing networks more flexible. The system is flexible also in terms of 

increasing or decreasing processing power. 

 For example, adding more nodes or computers to the network increases 

processing power and overall system capability, while reducing computers from 

the network decreases processing power. 
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9) CENTRALIZATION VS DECENTRALIZATION: 

The term centralization means concentration of authority at the top of the 

administrative system. On the one hand, and, on the other hand, decentralization 

means dispersal of authority among the lower levels of the administrative system. 

Centralization means concentration of authority at the top level of the 
administrative system. 
 

Decentralization, on the other hand, means dispersal of authority among 
the lower levels of the administrative system. Thus, the issue of centralization 
versus decentralization revolves around the location of the decision making 
power in the administrative system. 
 

In a centralized system of administration, the lower levels (called field 
offices) cannot act on their  own initiative. They have to refer most of their 
problems to the higher level (called headquarters) for decision- making. They 
act as only implementing agencies. 

 In a centralized system of administration, on the other hand, the field 
offices can act on their own initiative in specified matters. They are given 
authority to take decisions without reference to the headquarters. 

 
 Thus, the essence of decentralization is the vesting of decision-making 

power in the field offices. 
Centralization is the opposite of decentralization. It means centralization 

of authority once decentralized. The word decentralization is derived from 
Latin. 
“The process of transfer of administrative authority from a lower to a higher 
level of government is called centralization; the converse, decentralization.” 
 

MERITS OF CENTRALIZATION- 
 

These are briefly discussed as follows: 
 
a) It provides for maximum control over the entire organization. 
b) It ensures that all the work is performed in the same manner and in 
accordance with the same general policies and principles. 
c) It makes administrative abuses more difficult in matters like 
employment and handling of personnel, purchase and use of supplies and so 
on. 
d) It ensures economy in administration by avoiding duplication of work. 
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e) It facilitates the introduction of dynamism in the organization through 
the active role of personnel leadership. 
f) It is suitable for dealing with emergencies and unanticipated matters. 
g) It enables the maximum utilization of the human and material resources 
in the organization and thus develops a corporate personality. 
 

Demerits of Centralization 
 

a) It leads to delay in securing action as the field officials have to refer the 
matter to the higher authorities. 

b) It makes the head-office overburdened due to “apoplexy at the top and 
anemia at the extremities.” 

c) It leads to autocratic control over subordinates and thus results in lack of 
flexibility in administration. 

d) It makes administration irresponsive as the head office acts without the 
knowledge of local conditions and requirements. 

e) It does not facilitate people’s participation in administrative process. 
f) It does not allow the development of second line of executives. 
g) It is not conducive for the expansion and diversification of the 

organization. 
 

Merites of decentralization: 

a) It increases administrative efficiency by reducing delays, curbing red-
tapism and encouraging faster action. 
b) It reduces the workload of the head office and thus enables the top 
echelons to concentrate on vital issues like policy formulation, examining 
major problems and so forth. 
c) It develops resourcefulness and self-respect among the subordinates by 
making them to take decisions with a sense of responsibility. 
d) It makes administration more responsive as the field units act with the 
knowledge of local conditions and requirements. 
e) It facilitates people’s participation in administrative process and thus 
strengthens democracy at the grassroots level. 
f) It allows the development of second line of executives due to adequate 
delegation of authority to the lower levels. 
g) It encourages the expansion and diversification of the organization for 

effective goal-achievement. 
h) It facilitates the adaption of national policies and programs to the 
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varying conditions of different regions. 
i) It alleviates the problem of communication overload in the organization 
by reducing paper work at both higher and lower levels. 
j) It encourages competition and comparative standards of evaluation 
among several competing field units. 
k) It makes possible the experimentations in decision-making and 
implementation by several units without committing the whole enterprise to 
an untried course of action. 
 

According to J.C. Charlesworth, “Decentralization has a more important 
justification than mere administrative efficiency. It bears upon the 
development of a sense of personal adequacy in the individual citizen; it has 
spiritual connotations.” 

 
Demerits of decentralization- 
 

a) It complicates coordination and integration of the activities of various 
units due to decrease in the degree of central control over the total 
organization. 
b) It makes communication among various levels difficult and thereby 
reduces its effectiveness and authenticity. 
c) It makes administration expensive due to duplication of work and lack 
of centralized housekeeping services. 
d) It is not suitable for dealing with emergencies and unanticipated matters. 
e) It encourages divisive forces in the organization and thus threatens the 

organizational integration. 
f) It weakens the national perspective in administration by breeding localism 

and parochialism. 
g) It increases administrative abuses like corruption, maladministration, 
nepotism, and so on. These things can be seen in the working of Panchayati 
Raj in our country. 
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10) DRIVERS TOWARDS USER DOMINANCE: 

KEY DRIVERS OF OUTSOURCING: 

These are three different key factors which act as drivers that drives 

organization to outsource and they are: 

1. ECONOMIC FACTOR. 

2. STRATEGIC FACTOR. 

3. ENVIRONMENTAL FACTOR. 

 

1. ECONOMIC FACTOR.  

Economic factor consists of as follow 

 Cost reduction 

The main objective of the cost reduction is to improve profitability, operating 

effectiveness and add value to product.  

 Cost saving 

The main objective of the cost saving is to improve cash flow and efficiency. 

 Capital investment reduction 

The main objective of the capital investment reduction is to gain the profit and 

make it available for core areas. 

2. STRATEGIC FACTOR: 

 Acceleration of business process re-engineering 

The main objective is to improve the performance and achieve competitive 

advantage. 

 Focus on core competence 

The main objective of this factor is to improve the focus on core business, 

influence the firm’s skills and resources, and improve the competitiveness and 

to enhance the customer satisfaction. 

 Flexibility enhancement 
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The main objective of flexible enhancement is to reduce the limitation of 

organization’s own production capacity, converting the fixed costs to variable 

costs, increase responsive market change and to minimize the risks 

3. ENVIRONMENTAL FACTOR: 

 IT development 

The main objective is to meet the increasing demand for new information 

systems and resources cost-effectively. 

 Globalization 

The main objective of globalization is to help companies increase global 

competitive advantage. 

 Capability of supplier 

The main objective of capability of supplier is to improve the service 

excellence, customer service and increase the competitive advantage. 

DRIVERS OF OUTSOURCING PROCESS: 

There are many factors which act as drivers of the outsourcing process. From the 

analysis of different industry’s practice, five drivers of outsourcing process are 

identified. 

The five drivers of outsourcing process are: 

 Managerial initiative 

 A higher level decision (Hierarchy) 

 Behavioral display (Imitation) 

 Information (Outsider advice) 

 Knowledge source. 

Managerial initiative: 

The managerial initiative is the initiative taken by the managerial level 

executives of the company to carry the outsourcing process. Taking the proposal 

for the new strategic plan improves the standing of the managerial position. 
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A higher level decision (Hierarchy): 

This is the decision taken by the firms which are in the multinational level. 

Often the multinational firms compare the outsourcing strategy of their 

competitors and draw out the strategy and implement it.  

The hierarchy takes place when top level management from the 

multinational firm encourage their globalized companies to follow the 

outsourcing strategy more. 

Behavioral display (Imitation): 

While analyzing the other competitors strategic outsourcing plan and how 

it affects the managerial decision making in the firm and that is because of the 

less awareness. 

Imitation comes when one company uses the strategic practice used by the 

other company in the line. 

Information (Outsider advice): 

The information is commonly from their suppliers, customers, consultants, 

and joint enterprise partners of the third party service. 

Knowledge source: 

The knowledge source is commonly the related conference and basically 

from the different knowledgeable network, famous organizational literatures 

made the managers to learn the information and benefits about the outsourcing. 

11) DRIVERS TOWARDS CENTRALISED POLICY: 

The drivers towards centralized policy are to look back to the system in the 

business without any interruption, and to endure all security to the system. 

To ensure secure operations of information systems(IS) and thus safeguard 

assets and the data stored in these systems, and to ensure that applications 

achieve their objectives in an efficient manner, an organization needs to institute 

a set of policies, procedures, and technological measures, collectively called 

controls. 

IS controls may be designed to: 
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1. Prevent an error or an attack from taking effect 

2. Detect a violation 

3. Detect and correct an exceptional situation. 

Information systems controls are classified as: 

1. General controls - controls applying to the whole of an organizations IS activity 

2. Application controls - controls which are specific to a given application (payroll) 

Types of General Controls 

General controls cover all the systems of an organization or one of its subunits. 

Administrative Controls 

Administrative controls aim to ensure that the entire control framework is 

instituted, continually supported by management, and enforced with proper 

procedures, including audits. 

Administration controls include: 

1. Published controls policy 

2. Formal procedures 

3. Screening of personnel 

4. Continuing supervision of personnel 

5. Separation of duties 

Systems Development and Maintenance Controls 

Internal IS auditors should be involved through the entire systems development 

process. They should: 

1. Participate in major milestones and sign off on the appropriate deliverables. 

They need to ensure that the system is secure, and also auditable. 

2. Participants in the post implementation review that follows the system being 

placed in operation. 
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3. Must check that the appropriate system documentation is developed and 

maintained 

4. During systems maintenance, ensure that only authorized changes are made to 

the system and that the appropriate version of the system goes into operation 

Operations Controls 

Operations controls are the policies, procedures, and technology 

established to ensure that data centers are operated in a reliable fashion. 

Included among these controls are: 

1. Controls over access to the data center 

2. Control over operations personnel 

3. Control over maintenance of computer equipment 

4. Control over archival storage 

Physical Protection of Data Centers 

Operations controls in data centers must be supplemented by a set of controls 

that will protect these centers from the elements and from environmental 

attacks. Some of these controls include: 

1. Environmental controls (air conditioning, humidification etc.) as required by the 

equipment. 

2. Emergency power sources must be available. A battery-based uninterruptible 

power supply (UPS) should be installed to provide continuous operation in case of 

total or partial power failure. 

3. The more secure the data is, the more of a requirement for shielding the 

radiation to contain it from being detected outside the data center. 

Hardware Controls 

A computer's central processor contains circuitry for detection and, in some 

cases, correction of certain processing errors. Some of these include: 



CIM-SYSTEMS PAPER  HR-SYSTEMS SPECLISATION 

UNIT-4: IT OUTSOURCING                                                            Balaji Inst of IT & Management 

1. Parity check in which each byte of data in storage contains an additional bit, 

called a parity bit, which helps detect an erroneous change in the value of a single 

bit during processing. 

2. Processor hardware usually has at least two states: 

a. Privileged state - in which any operation can be performed. A user cannot enter 

privileged state, as it is reserved for system software. 

b. User state - in which only some operations can be done. 

3. Fault-tolerant computer systems - these systems continue to operate after 

some of their processing components fail. Fault-tolerant computer systems are 

built with redundant components; they generally include several processors in a 

multiprocessing configuration. If one of the processors fail, the other (others) can 

provide degraded, yet effective, service. 

Identification, Authentication, and Firewalls: Controlling Access to Corporate 

Computer Systems 

In today's computing environment, users as well as interlopers may 

attempt to access a computer system from virtually anywhere. We need to 

ensure that only authorized accesses take place. 

Characteristics of identification and authentication: 

1. A user first identified themselves to the system, typically with a name or an 

account number 

2. The system then looks up the authentication information stored for the 

identified user and does a double-check 

3. The system requests the user to provide a password or another means by 

which they can be authenticated. 

A variety of security features are implemented to increase the effectiveness of 

passwords. The features include: 

1. Regular and frequent password changes 

2. Use of a combination of letters and digits 

3. Prevention of the use of a common word, easily associated with the user 
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Biometric security features are also implemented. These systems rely on using the 

personal characteristics. Features include: 

1. Voice verification 

2. Fingerprints 

3. Hand geometry 

4. Signature dynamics 

5. Keystroke analysis 

6. Retina scanning 

7. Face recognition 

8. Genetic pattern analysis 

A firewall is a hardware and software facility that prevents access to a 

firm's Intranet from the public Internet, but allows access to the Internet. The use 

of a firewall is to insure that only authorized traffic passes through. 

Encryption: Controlling Access to Information [Figure 14.9] 

A different way to prohibit access to information is to keep it in a form that 

is not intelligible to an unauthorized user. Encryption is the transformation of 

data into a form that is unreadable to anyone without an appropriate decryption 

key. Encryption is gaining particular importance as electronic commerce over 

telecommunications networks is gaining momentum. 

Encryption renders access to encoded data useless to an interloper who has 

managed to gain access to the system by masquerading as a legitimate user, or to 

an industrial spy who can employ a rather simple receiver to pick up data sent 

over a satellite telecommunications link.  

Thus, the technique is important not only in the protection of the system 

boundary but also in the communications and database controls. 

The two most important encryption techniques are the: 

1. Private-key Data Encryption Standard (DES) 

2. Public-key encryption 
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Encryption is scrambling data, or any text in general, into a cipher that can 

be decoded only if one has the appropriate key (i.e., bit pattern). It renders the 

encoded data useless to an interloper.  

The major disadvantage of the DES is that keys must be distributed in a 

secure manner. Since the keys must be changed frequently, this represents 

significant exposure. Also, a prior relationship between the sender and the 

receiver is necessary in order for them to share the same private key. 

In a public-key systems, two keys are needed to ensure secure 

transmission; one is the encoding key and the other is the decoding key. Because 

the secret decoding key cannot be derived from the encoding key, the encoding 

key can be made public therefore, they do not require secure distribution of keys 

between parties prior to their communication.  

Drawback of public-key encryption and decryption is that they are more 

time-consuming than the private key systems, and can significantly degrade 

performance of transaction processing systems. 

 

12) COORDIATION AND LOCATION IT POLICY: 

The IT POLICY is to handle every part of the organization under its terms so 

that there should not be any misconduct in the firms . 

It is necessary for an organization to identify the nature of possible threats 

to its information systems and establish a set of measures, called controls, to 

ensure their security (and, beyond that, to also ensure the privacy and 

confidentiality of information stored in the systems). It is then necessary to 

continually control the controls with the auditing process. 

Information system security is the integrity and safety of its resources and 

activities. 

Privacy is an individual's right to retain certain information about himself or 

herself without disclosure. Comprehensive security safeguards are a prerequisite 

for the privacy of individuals with respect to the information stored about them in 

information systems. 
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Confidentiality is the status accorded to data, limiting its use and 

dissemination. Thus, we can keep certain data confidential to enforce our privacy 

policies. 

The security of information systems is maintained by measures taken to 

prevent threats to these systems or to detect and correct the effects of any 

damage. Information system security aims to protect corporate assets or, at least, 

to limit their loss. Security measures limit access to information to authorized 

individuals; there can be no privacy or confidentiality of data records without 

adequate security. 

Security threats have four principal sources which include: 

1. Human error 

2. Computer abuse or crime 

3. Natural and political disasters 

4. Failures of hardware or software 

COMPUTER CRIME AND ABUSE- 

Computer crime is defined as any illegal act in which a computer is used as 

the primary tool. Computer abuse is unethical use of a computer. 

Security threats related to computer crime or abuse include: 

1. Impersonation: Gaining access to a system by identifying oneself as another 

person. Having defeated the identification and authentication controls employed 

by the system, the impersonator enjoys the privileges of a legitimate user. 

2. Trojan horse method: Concealing within an authorized program a set of 

instructions that will cause unauthorized actions. 

3. Logic bomb: Unauthorized instructions, often introduced with the Trojan horse 

technique, which stay dormant until a specific event occurs (or until a specific 

time comes, as the instructions may keep checking the computer's internal clock), 

at which time they effect an unauthorized act. 

4. Computer Viruses: Segments of code that are able to perform malicious acts 

and insert copies of themselves into other programs in the system and onto the 
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diskettes placed in the Ainfected@ PC. Because of this replication, a virus will 

progressively infect Ahealthy@ programs and systems. Close relatives of viruses 

are worms: independent programs that make and transmit copies of themselves 

through telecommunications networks. Computer viruses have become a 

pervasive threat in personal computing. 

5. Denial of Service Rendering the system unusable by legitimate users. 

6. Dial Diddling: Changing data before or during input, often to change the 

contents of a database. 

7. Salami Technique: Diverting small amounts of money from a large number of 

accounts maintained by the system. These small amounts will not be noticed. 

8. Spoofing: Configuring: a computer system to masquerade as another system 

over the network in order to gain unauthorized access to the resources the 

system being mimicked is entitled to. 

9. Super zapping: Using a systems program that can bypass regular system 

controls to perform unauthorized acts. 

10. Scavenging: Unauthorized access to information by searching through the 

residue after a job has been run on a computer. Techniques range from searching 

wastebaskets or dumpsters for printouts to scanning the contents of a computer's 

memory. 

11. Data Leakage: V variety of methods for obtaining the data stored in a system. 

The data may be encoded into an innocuous report in sophisticated ways, for 

example, as the number of characters per line. 

12. Wiretapping: Tapping computer telecommunications lines to obtain 

information. 

Some of the techniques listed may be used for a direct gain of financial 

resources, others for industrial espionage, while yet others simply for destructive 

purposes. 

Probably the most important unrecognized threat today is the theft of 

portable computers, with access codes and information in their memories. Also to 

be considered are the losses due to the theft of intellectual property, such as 
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software, product development information, customer information, or internal 

corporate documents. 

Computer Viruses  

Computer viruses are the most frequently encountered threats to end-user 

computing and the best-known form of computer threat. A computer virus is a 

piece of program code that attaches copies of itself to other programs and thus 

replicates itself. 

CHARACTERISTICS OF COMPUTER VIRUSES: 

1. The attacked program may work properly, but, at some point, will perform a 

malicious or destructive act intended by the attacker who write the virus. 

2. Although a computer virus may attack a multi-user system with shared disk 

facilities, viruses are best known for their rapid spread in a personal computer 

environment. In this environment, they proliferate through infected diskettes or 

programs downloaded from the Internet or other networks. 

3. Most viruses are insidious, and their presence is not obvious after the infection. 

In the meantime, they infect other programs. 

4. Two principal types of viruses are boot infectors and program infectors. 

a. Boot infectors replace the contents of the first sector of the diskette or hard 

disk. These are the viruses that most commonly occur in personal computing. 

b. Program infectors copy themselves into the executable files stored on the hard 

disk. 

Protection against viruses requires the following measures: 

1. Only original manufacturers diskettes or reliable Internet sites should be used 

for any program introduced into the system. Pirated software can also lead to the 

spread of viruses. 

2. Commercial Aantiviral@ software should be used regularly to scan the system. 

Moreover, recent versions of such software should be used, since every new virus 

strains are being spread by attackers. 
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3. To guard against viruses in files downloaded from the Internet, one should use 

utilities which can work with browsers. 

4. Regular backup of files will help restore them if a virus is detected 

5. A contingency plan for a virus attack is necessary 
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(17E00410)  CORPORATE INFORMATION MANAGEMENT 

(Elective VI) 

Objective:The objective of the course is to provide a broad outline of Information Technology and its 

application at corporate business units and to understand all the issues related to the IT management. 

1. IT planning and strategy tools: Strategy analysis – environment analysis- Conducting 

strategy audit- Assessing opportunities and risks- Company –technology analysis – 

Industry –technology analysis Trajectories of technology. 

2. Extending the enterprise: Organising for innovation –Collaboration- Understanding 

business networks: differentiation interdependence and ownership – Designing hybrid 

governance models- Building collaborative community- Emerging network business 

models.  

3. IT Alignments : Building the case for IT- leveraging infrastructure and creating options- 

Components of internet working infrastructures –Rise of internet working – business 

implications, Managing IT services : Availability facilities- uninterruptible power –

Delivery- climate control – security – New service models. 

4. IT outsourcing - Managing risk through incremental outsourcing- Outsourcing 

advantages and disadvantages- Outsourcing opportunities-  Managing relationships with 

outsourcing agencies, Coordination and control of IT :Development stages of IT in 

organising-  Nolans’ model-  Distributed data processing - Centralisation vs 

decentralisation- drivers toward user dominance- Drivers towards centralised policy- 

Coordination and location IT policy.  

5. Project management: Project categories- Project management: stage in project  –

planning and controlling tools-Problems – Towards effective project management, 

Technology and innovation:Understanding technological developments- Technology 

cycles-. Creative idea generation- Employee creativity – R&D- Role in technology 

development.  
 

Text Books: 

 C,S,G,,Krishnamcaharyulu and Lalitha R. Management of Technology, Himalaya 

 Lynda M.Applegate, Robert D.Ausitn and F. Warren McFarlan, Corporate Information 

strategy and Management,  TMH  

 

References: 

 SanjivaShnkar Dubey, IT strategy and Management, PHI. 

 Parag Kulkarni IT strategy for Business, Oxford. 

 V.K.Narayan, Managing Technology and Innovation for competitive Advantage, 

Pearson. 

 C.K. Prahlad, The New Age of Innovation. TMH. 
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UNIT-5 

PROJECT MANAGEMENT 

 

Project management is a method of organizing all activities related to a 

project and its parts. The purpose of a project may range from new product 

development to a service launch. 

 

The completion of all project objectives is project management's primary challenge. 

Unlike a standard business process, a project is a unique and temporary creation that 

consumes resources, has a beginning and end and operates according to specified 

funding and budgetary constraints. 

1) PROJECT CATEGORIES: 

projects are divided as follows- 

o By Type of Assistance. 

o By Geopolitical Classification. 

o By Type of Agreement or Funding Arrangement. 

 

 By Type of Assistance: 

There are primarily three projects of this category in the United Nations 

system: 

A. Institution Building Projects – 

These projects normally involve the creation or upgrading of a capacity to 

satisfy the recurrent needs of the target beneficiaries on a sustained basis. 

 i.e. the establishment or strengthening of different parts of the civil aviation 

infrastructure. 

B. Direct Support Projects – 

Direct Support Projects are projects formulated in response to a one-time 

need. They include such outputs as feasibility/pre-feasibility studies, increased 

skills of a particular group, research results and technical data.  

C.Preparatory Assistance Projects – 

Preparatory assistance is assistance provided by UNDP (United Nations 

Development Programs) to a government for a specific project, prior to approval 

of full assistance for implementation. It usually has the following objectives: 

 To assist a government in project formulation. 

 To carry out preliminary work relating to project implementation 
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 To assist a government in project formulation and, after its formulation, to 

carry out preliminary work relating to project implementation. 

 By Geopolitical Classification 

The following projects implemented by ICAO are classified on the basis of 

geopolitical considerations: 

A. Country Project -  

In this type the country will take the projects by which the country will 

develop, this type of projects will have Training Centre infrastructure comprising 

all of the classical components of experts, training and equipment. 

B. Regional Projects and Programs – 

 In regional projects, typically, a number of States participate in the 

implementation of the project and take advantage of its output, which has as its 

goal to improve the region e.g. the establishment of a common system of safety 

oversight for all participating states. 

C. Interregional/Global Projects and Programs – 

 These projects are expected to bring benefits to States in two or more 

Regions or to the entire developing world. Examples would be the assistance for 

implementing communication facilities between, say, Senegal in the Africa 

Region and Brazil in the South America Region or, on a global scale, assistance in 

the implementation of the World Area Forecasting System in all or most 

developing countries. 

By Type of Agreement or Funding Arrangement 

The following projects implemented by ICAO (International Civil Aviation 

Organization) are contract-dependent: 

A. Trust Funds Agreement Projects – 

 A trust funds project is one in which the government (or another State or 

funding source through the government) provides funds directly to ICAO, in trust, 

for work to be carried out under ICAO’s administration in that State. 

 In effect, a trust funds project is similar to a 100% UNDP cost-shared 

project, except that the funds are deposited directly with ICAO rather than with 

UNDP.  

ICAO applies similar financial and administrative rules and procedures to 

these projects, particularly in respect of provision of experts, training and 

equipment and is accountable to the government (and/or funding instrumentality) 

for these inputs.  
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B. Management Services Agreement Projects – 

A “Management Services Agreement” (MSA) project is a form of a trust 

fund agreement and in most aspects it is similar in nature to those agreements with 

one major exception, under a MSA, instead of a fixed percentage of the total 

project value charged under Trust Fund agreements, a specific percentage is 

charged for each project component based, on the estimated actual cost of 

delivering the service.  

C. Letters of Understanding on Technical Cooperation- 

 Letters of Understanding on Technical Cooperation are documents signed 

between a firm and a stakeholder. They are another form of a Management Service 

Agreement, defining the modalities for the coordination of future projects to be 

implemented  with assets from the respective stakeholder. 

D. Expression of Interest – 

 An Expression of Interest is usually written in the form of an abbreviated 

Project Document providing background information on the project, a short 

overview of how firms proposes to implement the project and a Capability 

Statement. 

E. Civil Aviation Purchasing Service Projects- 

The Civil Aviation Purchasing Service (CAPS) was established in 1974 as a 

facility provided by ICAO to assist developing countries in the procurement of 

high value equipment systems or to contract for technical services required for 

civil aviation. Through CAPS, countries can benefit from the comprehensive 

purchasing and contracting system already developed within ICAO for technical 

cooperation purposes. 

F. Lump Sum Agreement – 

 Lump Sum Agreements (LSA) are similar to the MSA but relate to specific 

budgeted activities of a short duration, where the total amount payable is fixed in 

the agreement. 

 

2) PROJECT MANAGEMENT: 

Project management is the practice of initiating, planning, executing, 

controlling, and closing the work of a team to achieve specific goals and meet 

specific success criteria at the specified time. 

The primary challenge of project management is to achieve all of the project 

goals within the given constraints. This information is usually described in project 

documentation, created at the beginning of the development process. The primary 

constraints are scope, time, quality and budget. 



CIM-SYSTEMS PAPER  HR-SYSTEMS SPECLISATION 

UNIT-5: PROJECT MANAGEMENT Balaji Inst of IT & Mngt 

The secondary – and more ambitious – challenge is to optimize the 

allocation of necessary inputs and apply them to meet pre-defined objectives. The 

object of project management is to produce a complete project which complies 

with the client's objectives. 

 In many cases the object of project management is also to shape or reform 

the client's brief in order to feasibly be able to address the client's objectives. Once 

the client's objectives are clearly established they should influence all decisions 

made by other people involved in the project – for example project managers, 

designers, contractors and sub-contractors. Ill-defined or too tightly prescribed 

project management objectives are detrimental to decision making. 

A project is a temporary endeavor designed to produce a unique product, 

service or result with a defined beginning and end (usually time-constrained, and 

often constrained by funding or staffing) undertaken to meet unique goals and 

objectives, typically to bring about beneficial change or added value. 

The temporary nature of projects stands in contrast with business as usual 

(or operations), which are repetitive, permanent, or semi-permanent functional 

activities to produce products or services. 

3) STAGES IN PROJECT: 

 In practice, the management of such distinct production approaches requires 

the development of distinct technical skills and management strategies. 

The basic project management processes or stages of development will be 

used. Major process groups generally include: 

 Initiation. 

 Planning. 

 Production or execution. 

 Monitoring and controlling. 

 Closing. 
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Initiation: 

The initiating processes determine the nature and scope of the project. If this 

stage is not performed well, it is unlikely that the project will be successful in 

meeting the business’ needs.  

The key project controls needed here are an understanding of the business 

environment and making sure that all necessary controls are incorporated into the 

project. Any deficiencies should be reported and a recommendation should be 

made to fix them. 

The initiating stage should include a plan that encompasses the following 

areas. These areas can be recorded in a series of documents called Project Initiation 

documents. Project Initiation documents are a series of planned documents used to 

create order for the duration of the project. These tend to include: 

 Project proposal (idea behind project, overall goal, duration). 

 Project scope (project direction and track). 

 Product breakdown structure (PBS) (a hierarchy of deliverables / outcomes 

and components thereof). 

 Work breakdown structure (WBS) (a hierarchy of the work to be done, down 

to daily tasks). 

 Responsibility assignment matrix (RACI) (roles and responsibilities aligned 

to deliverables / outcomes). 

 Tentative project schedule (milestones, important dates, deadlines). 
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 Analysis of business needs and requirements against measurable goals. 

 Review of the current operations. 

 Financial analysis of the costs and benefits, including a budget. 

 Stakeholder analysis, including users and support personnel for the project. 

 Project charter including costs, tasks, deliverables, and schedules. 

 SWOT analysis: strengths, weaknesses, opportunities, and threats to the 

business. 

Planning: 

After the initiation stage, the project is planned to an appropriate level of 

detail (see example of a flow-chart).The main purpose is to plan time, cost and 

resources adequately to estimate the work needed and to effectively manage risk 

during project execution. As with the Initiation process group, a failure to 

adequately plan greatly reduces the project's chances of successfully accomplishing 

its goals. 

Project planning generally consists of- 

 Determining the project management methodology to follow (e.g. whether 

the plan will be defined wholly up front, iteratively, or in rolling waves). 

 Developing the scope statement. 

 Selecting the planning team. 

 Identifying deliverables and creating the product and work breakdown 

structures. 

 Identifying the activities needed to complete those deliverables and 

networking the activities in their logical sequence. 

 Estimating the resource requirements for the activities. 

 Estimating time and cost for activities. 

 Developing the schedule. 

 Developing the budget. 

 Risk planning. 

 Developing quality assurance measures. 

 Gaining formal approval to begin work. 
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Executing: 

While executing we must know what are the planned terms that need to be 

executed. The execution/implementation phase ensures that the project 

management plan's deliverables are executed accordingly. This phase involves 

proper allocation, co-ordination and management of human resources and any 

other resources such as material and budgets. The output of this phase is the project 

deliverables. 

Project Documentation- 

Documenting everything within a project is key to being successful. In order 

to maintain budget, scope, effectiveness and pace a project must have physical 

documents pertaining to each specific task. With correct documentation, it is easy 

to see whether or not a project's requirement has been met. 

 To go along with that, documentation provides information regarding what 

has already been completed for that project. Documentation throughout a project 

provides a paper trail for anyone who needs to go back and reference the work in 

the past. 

 In most cases, documentation is the most successful way to monitor and 

control the specific phases of a project. With the correct documentation, a project's 

success can be tracked and observed as the project goes on. If performed correctly 

documentation can be the backbone to a project's success. 

Monitoring and controlling: 

 
Monitoring and controlling consists of those processes performed to observe 

project execution so that potential problems can be identified in a timely manner 

and corrective action can be taken, when necessary, to control the execution of the 

project.  

The key benefit is that project performance is observed and measured 

regularly to identify variances from the project management plan. 

Monitoring and controlling includes: 

 Measuring the ongoing project activities ('where we are'); 

 Monitoring the project variables (cost, effort, scope, etc.) against the project 

management plan and the project performance baseline (where we should 

be); 
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 Identifying corrective actions to address issues and risks properly (How can 

we get on track again); 

 Influencing the factors that could circumvent integrated change control so 

only approved changes are implemented. 

In multi-phase projects, the monitoring and control process also provides 

feedback between project phases, in order to implement corrective or preventive 

actions to bring the project into compliance with the project management plan. 

Project maintenance is an ongoing process, and it includes: 

 Continuing support of end-users. 

 Correction of errors. 

 Updates to the product over time. 

Closing: 

Closing includes the formal acceptance of the project and the ending thereof. 

Administrative activities include the archiving of the files and documenting lessons 

learned. 

This phase consists of: 

Contract closure: Complete and settle each contract (including the resolution 

of any open items) and close each contract applicable to the project or project 

phase. 

Project close: Finalize all activities across all of the process groups to 

formally close the project or a project phase. 

 

4) PLANNING AND CONTROLLING TOOLS: 

A project plan is the glue which will hold a project together and help to 

make it a success. It will enable the project manager to easily assign tasks, monitor 

progress and costs as well as communicate project status to interested parties and 

produce reports. But which techniques are most effective for putting together a 

perfect plan? 

The four most useful techniques for project planning are four techniques that 

complement each other and, when used together, provide the best chance of 
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covering every aspect of the project. These are Brainstorming, Cause and Effect 

Diagrams, Critical Path Analysis and Gantt Charts. 

While simple projects may be planned and controlled successfully using only a 

Gantt Chart, larger and more complex projects are likely to require all four 

techniques. 

Brainstorming- 

Brainstorming is a useful technique in all areas of business and, indeed, for 

other parts of the project management process but it is also a vital first element in 

project planning. Because brainstorming is a creative process designed to 

encourage random and lateral thinking, it is most useful for highlighting potential 

problems and raising concerns that are not immediately obvious. It can also be 

used to produce ideas to improve efficiency and reduce costs. 

Project management generally follows a formal methodology with strict 

procedures in place that have to be followed. This discipline within a project 

ultimately leads to more successful projects and a reduction in repeat mistakes. 

 However, the brainstorming process is a completely different approach to 

the controlled project environment so it is important to emphasize this fact with the 

group and to encourage lateral thinking and thinking-outside-the-box. 

It can be difficult for individuals used to a fairly disciplined way of working 

to approach brainstorming with an open enough attitude so the group involved has 

to be chosen with care and should certainly include people with no pre-conceived 

ideas about the topic in question – maybe even no knowledge of the project. 

 It is often the inexperience group member who asks basic questions that can 

get everyone thinking in a different way. But the group also needs a strong leader 

to maintain focus and not let the discussions wander completely off-topic. 

Cause and Effect diagrams- 

Cause and Effect diagrams are also known as “fishbone” or Ishikawa 

diagrams (after the Japanese professor who originally invented them) and are 

especially useful in project planning for gathering and identifying all issues that 

could cause problems. 

 They help to identify potential sources of problems and, in doing so, to 

suggest solutions. They are also useful for giving an instant overview of the 
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components of a project in a clear way that is not hampered by schedules, 

dependencies and milestones. 

Cause and Effect diagrams detect potential problems that will affect the 

quality of the final product so are typically used in manufacturing and production 

businesses, but are also a good, general project management tool that are often 

used to organize the issues raised during a brainstorming session. 

A fishbone diagram has a central “back-bone” into which are drawn the 

“bones” that comprise the major factors which could affect to the final outcome of 

the project.  

For each project the individual factors that will affect the success of the 

project may be different. They could Equipment, People, Legal, New Technology, 

Training etc. Each main “bone” is then divided into smaller, more discrete 

elements. 

GANTT CHART- 

A Gantt chart is a type of bar chart that illustrates a project schedule, named 

after its inventor, Henry Gantt (1861–1919), who designed such a chart around the 

years 1910–1915. Modern Gantt charts also show the dependency relationships 

between activities and current schedule status. 

A Gantt chart is a type of bar chart that illustrates a project schedule. This 

chart lists the tasks to be performed on the vertical axis, and time intervals on the 

horizontal axis. The width of the horizontal bars in the graph shows the duration of 

each activity.  

Gantt charts illustrate the start and finish dates of the terminal elements and 

summary elements of a project. Terminal elements and summary elements 

constitute the work breakdown structure of the project. Modern Gantt charts also 

show the dependency (i.e., precedence network) relationships between activities. 

 Gantt charts can be used to show current schedule status using percent-

complete shadings and a vertical "TODAY" line as shown here. Gantt charts are 

sometimes equated with bar charts. 

Gantt charts are usually created initially using an early start time approach, 

where each task is scheduled to start immediately when its prerequisites are 

complete. This method maximizes the float time available for all tasks. 
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In the following table there are seven tasks, labeled a through g. Some tasks can be 

done concurrently (a and b) while others cannot be done until their predecessor 

task is complete (c and d cannot begin until a is complete). Additionally, each task 

has three time estimates: the optimistic time estimate (O), the most likely or 

normal time estimate (M), and the pessimistic time estimate (P). The expected time 

(TE) is estimated using the beta probability distribution for the time estimates, 

using the formula (O + 4M + P) ÷ 6. 

 

 

 

Activity Predecessor 

Time estimates 

Expected time (TE) 

Opt. (O) Normal (M) Pess. (P) 

a — 2 4 6 4.00 

b — 3 5 9 5.33 

c A 4 5 7 5.17 

d A 4 6 10 6.33 

e b, c 4 5 7 5.17 

f D 3 4 8 4.50 

g E 3 5 8 5.17 

Once this step is complete, one can draw a Gantt chart or a network diagram. 

 

https://en.wikipedia.org/wiki/Beta_distribution#Project_management:_task_cost_and_schedule_modeling
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A Gantt chart created using Microsoft Project (MSP). Note (1) the critical 

path is in red, (2) the slack is the black lines connected to non-critical activities, (3) 

since Saturday and Sunday are not work days and are thus excluded from the 

schedule, some bars on the Gantt chart are longer if they cut through a weekend. 

 

PERT: Program Evaluation Review Technique- 

Project control techniques such as PERT monitor time. Time means a lot 

when it comes to managing a project. PERT (Program Evaluation Review 

Technique) is a project management planning tool used to calculate the amount of 

realistic time it will take to finish a project. 

A PERT chart is a project management tool used to schedule, organize, and 

coordinate tasks within a project. PERT stands for Program Evaluation Review 

Technique, a methodology developed by the U.S. Navy in the 1950s to manage the 

Polaris submarine missile program. 

https://en.wikipedia.org/wiki/Microsoft_Project
https://en.wikipedia.org/wiki/Critical_path_method
https://en.wikipedia.org/wiki/Critical_path_method
https://en.wikipedia.org/wiki/Float_(project_management)
https://en.wikipedia.org/wiki/File:Pert_example_gantt_chart.gif
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A PERT chart presents a graphic illustration of a project as a network 

diagram consisting of numbered nodes (either circles or rectangles) representing 

events, or milestones in the project linked by labelled vectors (directional lines) 

representing tasks in the project.  

The direction of the arrows on the lines indicates the sequence of tasks. In 

the diagram, for example, the tasks between nodes 1, 2, 4, 8, and 10 must be 

completed in sequence. These are called dependent or serial tasks. The tasks 

between nodes 1 and 2, and nodes 1 and 3 are not dependent on the completion of 

one to start the other and can be undertaken simultaneously. These tasks are called 

parallel or concurrent tasks.  
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Tasks that must be completed in sequence but that don't require resources or 

completion time are considered to have event dependency. These are represented 

by dotted lines with arrows and are called dummy activities. 

 For example, the dashed arrow linking nodes 6 and 9 indicates that the 

system files must be converted before the user test can take place, but that the 

resources and time required to prepare for the user test (writing the user manual 

and user training) are on another path. Numbers on the opposite sides of the 

vectors indicate the time allotted for the task. 

CPM: Critical Path Method- 

The critical path method (CPM) is a project modeling technique developed 

in the late 1950s by Morgan R. Walker of DuPont and James E. Kelley Jr 

The critical path method (CPM), or critical path analysis (CPA), is an 

algorithm for scheduling a set of project activities. It is commonly used in 

conjunction with the program evaluation and review technique (PERT). 

 A critical path is determined by identifying the longest stretch of dependent 

activities and measuring the time required to complete them from start to finish. 

Critical Path Analysis is commonly used with all forms of projects, 

including construction, aerospace and defense, software development, research 

projects, product development, engineering, and plant maintenance, among others. 

Any project with interdependent activities can apply this method of mathematical 

analysis. 

 The first time CPM was used for major skyscraper development was in 

1966 while constructing the former World Trade Center Twin Towers in New 

York City. Although the original CPM program and approach is no longer used, 

the term is generally applied to any approach used to analyze a project network 

logic diagram. 

The essential technique for using CPM: is to construct a model of the project that 

includes the following: 

 A list of all activities required to complete the project (typically categorized 

within a work breakdown structure), 

 The time (duration) that each activity will take to complete, 

 The dependencies between the activities and, 

 Logical end points such as milestones or deliverable items. 
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Using these values, CPM calculates the longest path of planned activities to 

logical end points or to the end of the project, and the earliest and latest that each 

activity can start and finish without making the project longer. 

 This process determines which activities are "critical" (i.e., on the longest 

path) and which have "total float" (i.e., can be delayed without making the project 

longer).  

In project management, a critical path is the sequence of project network 

activities which add up to the longest overall duration, regardless if that longest 

duration has float or not.  

This determines the shortest time possible to complete the project. There can 

be 'total float' (unused time) within the critical path. 

For example, if a project is testing a solar panel and task 'B' requires 

'sunrise', there could be a scheduling constraint on the testing activity so that it 

would not start until the scheduled time for sunrise.  

This might insert dead time (total float) into the schedule on the activities on 

that path prior to the sunrise due to needing to wait for this event. This path, with 

the constraint-generated total float would actually make the path longer, with total 

float being part of the shortest possible duration for the overall project. 

 In other words, individual tasks on the critical path prior to the constraint 

might be able to be delayed without elongating the critical path; this is the 'total 

float' of that task.  

However, the time added to the project duration by the constraint is actually 

critical path drag, the amount by which the project's duration is extended by each 

critical path activity and constraint. 

6. TOWARDS EFFECTIVE PROJECT MANAGEMENT: 

Each project is unique, but a good place to start is with the nine best 

practices for effective project management outlined by the Project Management 

Institute. Using these best practices will keep you making decisions proactively 

instead of reactively and help you manage a successful project. Here’s a quick, 

high-level overview of what each of these best practices can do for effective 

project management. 

https://www.workfront.com/solutions/project-management-software
https://www.pmi.org/learning/library/best-practices-effective-project-management-8922
https://www.pmi.org/learning/library/best-practices-effective-project-management-8922
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1. Define the Project’s Lifecycle and Completion Criteria 

  In order to know if you’re on track to complete a project on time you 

need to know three things—your project lifecycle, key milestones, and completion 

criteria. 

  These four things will guide your team not only when you’re 

planning, but also when you’re working through the project, making changes, and 

delivering your final product. You can cement these when writing your project 

scope and timeline and building your work breakdown structure, and it will 

simplify decision making and guide you towards success. 

2. Outline the Project Scope and Requirements 

Speaking of success, one of the keys to keeping your success criteria 

clear is a well-defined project scope. Before your team starts working, you need to 

know exactly what you’re expected to complete and what the project will and 

won’t include. 

A project scope defines this for everyone and makes it easy to decide 

if something is or isn’t part of the project. It’s easy for a project to grow and creep 

over time. This slows progress and can put your team off course. Spend time 

developing the requirement and scope of the project before you start work to keep 

your team on the right track. 

3. Put Team Systems and Structure in Place 

 Each person on the team needs clear organization and defined roles 

to be successful. Every team member is there for a reason, and they should all 

understand what their job responsibilities are and what role they play on the team. 

Along with that, defining systems for routine tasks, like approvals 

and testing, leverages the power of automation and makes these roadblocks easy 

for your team to tackle. When each team member understands the systems at work 

and their role in those systems, they can work more independently and utilize their 

unique skills. 

4. Implement a Quality Assurance Process 

Quality assurance should happen early and often. It keeps you from 

handing over work that doesn’t meet guidelines and helps you avoid small 

https://www.workfront.com/solutions/work-breakdown-structure
https://www.workfront.com/blog/how-to-write-a-project-scope
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problems becoming a crisis. What your team members see as quality work might 

not be what you and your stakeholders see as quality work, and it’s important to 

reconcile that. 

You don’t need to micromanage your team, but you should do a 

quality check on all the work being done on the project so that you can course 

correct if any problems show up. It’s easier to do that early on, before other parts 

of the project have been built on a weak foundation. 

5. Build a Project Plan 

Also known as “Planned Commitments,” this process includes 

evaluating, identifying, defining, and specifying both boundaries and resources 

surrounding nine key components: scope and mission, scheduling, budgeting, 

personnel, control, risk, and quality.  

At the onset of your project, make sure that your team and the 

stakeholders all understand what you have available to you and the guidelines 

established to keep you on track. 

6. Manage Variances 

No matter how much planning you do, every project will need 

timeline adjustments. When these variances pop up, you need to take some time to 

look at what is changing and why.  

Tracking and analyzing variances helps your team understand why 

things aren’t going as planned and how to avoid them in the future. Address the 

problem head-on and prevent it from happening again by looking for the cause—

whether that be a team member or a particular task. Chances are, if you let it go 

without a resolution, it will come up again and take away valuable time and 

attention. 

7. Determine Corrective Action Procedures 

When you do encounter variances in your projects, you’ll need to 

decide what corrective actions you’re going to take and manage the tradeoffs you 

may have to make. Many times, you’ll have to make some kind of compromise. 

When a project is over budget, you might have to lessen the scope. 
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 If the deliverables are taking longer than planned to complete, you 

might need to push your deadline out. You can’t plan ahead for everything that 

could possibly go wrong, so you need to be prepared to assess whatever roadblocks 

your team comes up against and decide what you’re going to do to remedy the 

situation. 

8. Outline an Escalation Process 

Whether a problem starts with an individual team member or with 

the stakeholders of a project, you need a process for escalating issues until they are 

solved. Well-defined processes for discussing and escalating issues means you’ll 

be less likely to put off conflicts until they become a much bigger problem. 

 Fifty-seven percent of projects fail because of a breakdown in 

communication if you’re not making it easy for your team members to talk to you 

about issues they’re dealing with, your project is likely to fail. 

Before you start work on the project, put together an escalation plan 

and make it clear to your team from the beginning of the project what they should 

do when they encounter a problem. If they know that the people above them are 

ready and willing to help them find a solution, they’ll be more open about 

whatever they’re struggling with. 

9. Be Proactive About Change Management 

Even with a project scope and solid plan in place, there will 

inevitably be changes to your project. Developing a proactive change management 

process keeps everyone on the same page, lets your team move forward with 

change confidently, and keeps your project on a path to success.  

Once you have learned about a change from a team member or 

stakeholder, your change management process should kick in. Assess the change 

and what it means for your project, prepare a recommendation for whether you 

think the change should be implemented, and then present the change to your team 

and to stakeholders. 

Managing a project can be challenging, but approaching it with a 

structured plan and processes will help you handle whatever issues you come 

across. According to a recent study by PMI, 37 percent of projects fail because of a 

lack of clearly defined objectives and milestones.  

http://www.it-cortex.com/Stat_Failure_Cause.htm
http://www.it-cortex.com/Stat_Failure_Cause.htm
https://www.thebalance.com/managing-changes-on-projects-4041353
https://www.pmi.org/-/media/pmi/documents/public/pdf/learning/thought-leadership/pulse/pulse-of-the-profession-2017.pdf
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How many times have you worked on a project that could have been 

saved with better planning, a better understanding of the resources you had, or 

a better technology platform? These best practices are an outline of the processes 

you need to have in place to maximize efficiency and give your team the best 

chances of success. 

7)TECHNOLOGY AND INNOVATION: 

TECHNOLOGY: 

Technology has made a lot of things in life easier, but how has it affected 

project management? To put it simply, it has changed it in every conceivable way. 

Advances in software, hardware, communication technology and other areas 

have transformed the world of project management over the last 20 or 30 years, 

and things are changing even faster today.  

While new capabilities often lead to heightened expectations from customers 

and senior management, the net result is that project teams are able to achieve 

more in less time than ever before. 

1. Improved Communication: 

Most project managers would tell you that communication is the key to 

project success. It should come as no surprise, then, that one of the most important 

uses of technology in project management is to ensure proper communication 

between managers, team members and other stakeholders.  

A few decades ago, when email first came into common use, project 

managers used it to replace interoffice memos, faxes, voice messages and other 

less-reliable forms of communication. Now, as social collaboration tools and other 

innovations have begun to replace email, successful project managers continue to 

use the latest technology to share updates, documents and other critical information 

with their project teams. 

2. Real-Time Updates and Reporting 

In the old days, it might take days or even weeks for a project manager to 

gather updates from stakeholders, update the project plan accordingly and 

distribute the latest reports and Gantt charts to the team. Today, thanks to cloud-

based project management software, PMs can check on task status, update project 

documentation and alert the team of any issues in a matter of seconds.  

https://www.workfront.com/solutions/project-management-software
https://www.clarizen.com/blogs/evolving-project-management-terms.html


CIM-SYSTEMS PAPER  HR-SYSTEMS SPECLISATION 

UNIT-5: PROJECT MANAGEMENT Balaji Inst of IT & Mngt 

For example, XEROX industry-leading reporting and task tracking features 

make it easy for everyone on the project to stay up to date. 

3. Mobile, Decentralized Project Teams 

Few project managers in the 1980s or 1990s would have believed that a 

project team could work effectively if the team members did not regularly meet 

face to face.  

Today, thanks to amazing advances in communication technology and 

project management software, organizations can build project teams with 

employees and contractors located in multiple cities, time zones, countries and 

even continents. Not only does this enable better alignment between project needs 

and available resources, but it can dramatically improve the speed at which a team 

can operate. 

4. Social Collaboration 

It didn’t happen overnight, but now that businesses have begun to adopt 

social collaboration tools on a large scale, project management has become faster 

and easier. Rather than attempting to sift through an impossible-to-manage sprawl 

of emails, meeting notes and other documentation to find relevant information, 

project team members can use Clarizen’s cloud collaboration tools to communicate 

in real time and organize all of their interactions and work documents together in a 

single location.  

Ideas get shared with a wider audience, tasks get completed faster and 

project managers can follow the action without disrupting everyone’s day for 

unnecessary status meetings. 

5. Efficiency in the Cloud 

Project management software, as a concept, is nothing new. Until recently, 

however, effective project management solutions were often too expensive and too 

labor-intensive to justify use by any but the largest and most profitable 

organizations.  

In the last decade, a revolution has taken place, as cloud-based project 

management software like Clarizen has become accessible for companies of all 

sizes. Cloud project management technology is not only more cost-effective and 

easy to manage, it allows for mobile access and interoperability in a way that on 

premise PM solutions simply can’t match. 
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INNOVATION: 

Innovation in its modern meaning is a "new idea, creative thoughts, new 

imaginations in form of device or method". Innovation is often also viewed as the 

application of better solutions that meet new requirements, unarticulated needs, or 

existing market needs. 

Such innovation takes place through the provision of more-effective 

products, processes, services, technologies, or business models that are made 

available to markets, governments and society. 

While a novel device is often described as an innovation, in economics, 

management science, and other fields of practice and analysis, innovation is 

generally considered to be the result of a process that brings together various novel 

ideas in such a way that they affect society. 

 In industrial economics, innovations are created and found empirically from 

services to meet growing consumer demand. 

In the organizational context, innovation may be linked to positive changes 

in efficiency, productivity, quality, competitiveness, and market share. However, 

recent research findings highlight the complementary role of organizational culture 

in enabling organizations to translate innovative activity into tangible performance 

improvements. 

Organizations can also improve profits and performance by providing work 

groups opportunities and resources to innovate, in addition to employee's core job 

tasks. 

Information technology and changing business processes and management 

style can produce a work climate favorable to innovation. For example, the 

software tool company Atlassian conducts quarterly "ShipIt Days" in which 

employees may work on anything related to the company's products.  

Google employees work on self-directed projects for 20% of their time 

(known as Innovation Time Off). Both companies cite these bottom-up processes 

as major sources for new products and features. 

Innovation by businesses is achieved in many ways, with much attention 

now given to formal research and development (R&D) for "breakthrough 

innovations". R&D help spur on patents and other scientific innovations that leads 

to productive growth in such areas as industry, medicine, engineering, and 
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government. Yet, innovations can be developed by less formal on-the-job 

modifications of practice, through exchange and combination of professional 

experience and by many other routes. 

8)UNDERSTANDING TECHNOLOGY DEVELOPMENT: 

To understand technology in the world we should go through the examples 

that changes the world and one can easily know the technology development. 

1. Reusable Rockets  

What SpaceX is doing in terms of creating reusable rockets that come back 

to Earth and land for use again is truly a scientific marvel. It also cuts down on 

space and Earth junk from previous rockets that always broke into pieces upon re-

entry.  

2. Cost-Efficient Solar Panel Production  

This year, SolarCity’sGigafactory in Buffalo, New York will begin churning 

out as many as 10,000 solar panels each day. In addition to being the key to saving 

the environment, energy efficiency and renewability are also the keys to powering 

the connected devices tech future.  

3. Power Via Wi-Fi  

Wireless Power has been in the works since Nikola Tesla first experimented 

with it in the 1890s. In 2016, the technology and a practical application 

finally came to fruition. The new technology, called backscattering, uses selective 

portions of a radio wave signal (like Wi-Fi) to power low voltage devices. It 

promises to make the Internet of Things scale faster and not get accidentally 

unplugged.   

4. Cancer Therapies  

Immune therapy in cancer research, and engineering immune cells to detect 

and destroy cancerous cells, are huge leaps for humanity in the fight against 

cancer. It may also be just the start to prolonging human life and building super 

humans.  
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5. Tesla's Model 3  

Tesla's Model 3 is a big step forward in bringing electric vehicles to the 

masses. Climate change is the biggest threat facing humanity. The Tesla and Solar 

City merger, by changing the equation on both the supply and the demand side of 

renewable energy, could do more than anything else I am seeing to reduce fossil 

fuel use.  

6. Tesla Autopilot  

Tesla is on the front lines of autonomous transportation. Not only do the 

2016 Tesla Model S and X come standard with autopilot technology that allows for 

autonomous driving, but Tesla's CEO announced earlier this year that his company 

is working on creating autopilot heavy-duty trucks and high passenger-density 

urban transport (buses). Tesla is challenging all other auto companies to innovate.  

7. Consumer Virtual Reality  

Consumer VR is an exciting product that has launched this year. While it 

still has a ways to go in terms of price and development, I think it will transform 

key industries with its application.  

8. Consumer Augmented Reality  

The emergence of AR (Augmented Reality) is the most important 

technological development because once perfected, it could change the lives of 

everyone on this planet. -   

9. Self-Driving Car Technology  

These developments are likely to revolutionize our lives in so many ways: 

pollution, infrastructure, commuting stress. These benefits are now possible 

because we can leverage data reliably. Self-driving cars are data generators on 

wheels, producing and analyzing vast amounts of data. These cars are microcosms 

of what we expect IoT to look like in the next decade.  

10. Blockchain For Asset Tracking  

Though not created in 2016, block chain -- the technology behind bitcoin -- 

will have a lasting impact. More than 40 top financial institutions are 

experimenting with blockchain’s technology to track assets, speed up transactions 
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and cut costs while lowering the risk of fraud. Blockchain also allows companies 

to track assets through supply chains or electronically initiate and enforce 

contracts.  

9) TECHNOLOGY CYCLES: 

The Technology Cycles or Technology Life-Cycle (TLC) describes 

the commercial gain of a product through the expense of research and development 

phase, and the financial return during its "vital life". Some technologies, such as 

steel, paper or cement manufacturing, have a long lifespan (with minor variations 

in technology incorporated with time) while in other cases, such as electronic or 

pharmaceutical products, the lifespan may be quite short. 

The technology life cycle is concerned with the time and cost of 

developing the technology, the timeline of recovering cost, and modes of making 

the technology yield a profit proportionate to the costs and risks involved. The 

TLC may, further, be protected during its cycle 

with patents and trademarks seeking to lengthen the cycle and to maximize the 

profit from it. 

The development of a competitive product or process can have a 

major effect on the lifespan of the technology, making it shorter. Equally, the loss 

of intellectual property rights through litigation or loss of its secret elements (if 

any) through leakages also work to reduce a technology's lifespan.  

Thus, it is apparent that the management of the TLC is an important 

aspect of technology development. 

 

 

 

 

 

 

 

 

https://en.wikipedia.org/wiki/Patents
https://en.wikipedia.org/wiki/Trademark
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The Four Phases of Technology Cycles are 

The TLC may be seen as composed of four phases: 

 

 

1. The Research and Development (R&D) phase (sometimes called the 

"bleeding edge") when incomes from inputs are negative and where the 

prospects of failure are high 

2. The Ascent phase when out-of-pocket costs have been recovered and the 

technology begins to gather strength by going beyond some Point A on the 

TLC (sometimes called the "leading edge") 

3. The Maturity phase when gain is high and stable, the region, going into 

saturation, marked by M, and 

4. The Decline (or decay phase), after a Point D, of reducing fortunes and 

utility of the technology. 

 

The technology adoption life cycle typically occurs in an S curve, as 

modeled in diffusion of innovations theory. This is because customers respond to 

new products in different ways. 

 Diffusion of innovations theory, pioneered by Everett Rogers, posits 

that people have different levels of readiness for adopting new innovations and that 

the characteristics of a product affect overall adoption.  

https://en.wikipedia.org/wiki/Technology_adoption_life_cycle
https://en.wikipedia.org/wiki/Diffusion_of_innovations
https://en.wikipedia.org/wiki/Everett_Rogers
https://en.wikipedia.org/wiki/Innovation
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Rogers classified individuals into five groups: innovators, early 

adopters, early majority, late majority, and laggards. In terms of the S curve, 

innovators occupy 2.5%, early adopters 13.5%, early majority 34%, late majority 

34%, and laggards 16%. 

 

 

The four stages of technology life cycle are as follows: 

 Innovation stage: 

This stage represents the birth of a new product, material of process 

resulting from R&D activities. In R&D laboratories, new ideas are generated 

depending on gaining needs and knowledge factors. Depending on the resource 

allocation and also the change element, the time taken in the innovation stage as 

well as in the subsequent stages varies widely. 

 Syndication stage: 

This stage represents the demonstration and commercialization of a 

new technology, such as, product, material or process with potential for 

immediate utilization. Many innovations are put on hold in R&D laboratories. 

Only a very small percentage of these are commercialized. Commercialization 

of research outcomes depends on technical as well non-technical, mostly 

economic factors. 
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 Diffusion stage:  

This represents the market penetration of a new technology through 

acceptance of the innovation, by potential users of the technology. But supply 

and demand side factors jointly influence the rate of diffusion. 

 Substitution stage:  

This last stage represents the decline in the use and eventual extension 

of a technology, due to replacement by another technology. Many technical and 

non-technical factors influence the rate of substitution. The time taken in the 

substitution stage depends on the market dynamics. 

 

10) CREATIVE IDEA GENERATION: 

Creativity is the ability to look at the same thing as everybody else 

and see something different. It is the ability to transcend traditional ideas, rules, 

patterns, relationships, or the like, and to create meaningful new ideas, forms, 

methods and interpretations. 

In project management the creativity is the assembly and management 

of resources to solve a problem or achieve a goal during a specified period of time. 

One can’t resolve issues, develop products or change processes 

without creativity. Conversely, a brilliant idea that sits on the shelf doesn't help 

anyone…it must be implemented.  

A project manager (PM) that understands the definition of creativity 

and how to facilitate it will realize project success more easily. 

The project manager is tasked with a lengthy list of job duties and 

numerous competencies are required to perform the job effectively. Creativity is 

just one, albeit important, skill that must utilized for success.  

The following activities will benefit from the incorporation and 

understanding of what creativity is and how it is inspired: 

1. Identifying the problem. Ideas and solutions result from the 

questions posed. Jonas Salk believed "The answer to any problem pre-exists. We 

need to ask the right question to reveal the answer." An innovative solution to the 

https://en.wikipedia.org/wiki/Diffusion_(business)
https://www.brighthubpm.com/methods-strategies/5871-a-lecture-on-project-management-basics/
https://www.brighthubpm.com/methods-strategies/111869-what-are-the-true-responsibilities-of-a-project-manager/
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wrong problem will doom a project to failure. The PM must spend adequate time 

on this task and use creative analysis to identify the root problem. 

2. Developing a goal or objective. The best (and most creative 

solution) follows the generation of numerous ideas. Don't settle for the results of a 

one-time brainstorming session. The PM must create an environment that values 

continuous idea generation and requires participants to think "outside of the box." 

3.  Gaining support of sponsor and stakeholders. New and 

controversial ideas must be presented and fully analyzed. Truly innovative ideas 

are often quickly dismissed because "we don't do it that way" or "it's not in the 

budget." The PM is called upon to recognize this tendency, evaluate promising 

proposals and combat the rhetoric of "idea killers." 

4. Developing a detailed plan. The PM must communicate a vision 

that enables the team to see exactly what the outcome will look like with great 

specificity. The team will use the vision to work back incrementally through the 

steps that are needed to create the detailed project plan. Use a creative approach to 

bring the vision to life. 

5. Assessing risks. The most innovative solutions often have the most 

perceived risk. The PM must recognize this relationship, carefully analyze the risks 

and champion the best solutions. 

6. Securing resources. Constraints on money and time require 

creative use of resources. Encourage and reward resourceful solutions that utilize 

space or equipment in unique ways. Creative idea generation in all areas of the 

project will save money and build creative muscle. 

7. Assembling a project team. Creative ideas result from a broad 

body of knowledge. The PM must assemble participants with divergent points of 

views and talents that work well together. 

8. Handling problems/crisis management. The PM expects the 

unexpected and must pull from an arsenal of creative resources to resolve issues. 

Promoting creativity throughout the project management workflow will expedite 

problem resolution. 

9. Motivating team members. Use creativity in structuring activities 

and recognizing efforts. 
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10. Closing out the project. The final phase of a project involves 

analyzing how the project went. Make sure creativity is captured in performance 

evaluations, scorecards and other measures of success. 

11) EMPLOYEE CREATIVITY: 

Employees make valuable creative contributions in a wide variety of ways 

ranging from breakthrough discoveries to incremental improvements in processes. 

Businesses have long been concerned with boosting employee creativity to 

achieve better results. Initially, they placed the emphasis on understanding what 

individual attributes are required for individuals to be creative, but over time they 

focused more on creating organizational and team structures to support creativity 

performance. 

Most recently, employee creative performance is viewed as a complex and 

dynamic construct that situated within the creative process and involves the 

interaction of organizational, managerial, and employee factors. 

The notion that creative performance is the bastion of research and 

development departments, mass media, or advertising agencies has been replaced 

by a demand that all workers contribute creatively to meet the creative demand of 

their particular jobs. 

A Model of Sustainable Creativity: 

A path to understanding how to unleash employee creativity is to look at the 

dynamics of sustaining employee creativity throughout the creativity process: from 

preparation to engagement to interruption to reengagement. 

 Within this thinking frame, the organizational, managerial and employee 

factors are all expected to play roles in the preparation and persistence aspects of 

creativity performance that are involved in ensuring sustained employee creativity. 

 The Sustainable Employee Creativity Model, developed for this study, 

attempts to represent the interplay of these factors throughout the creativity 

process. 
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Creativity Preparation Factors 

The following preparation factors are thought to contribute collectively to 

preparing employees to sustain creatively. 

1)Perceived Organizational Support For Creativity- 

Organizations who establish a culture that affirms creativity as a value of the 

organization, communicates these values, and then institutes a culture that 

reinforces these values tend to see employees who are more engaged in creativity 

and have managers who are more effective at creativity management. 

2)Manager Expectations For Creativity- 

Managers play a pivotal role in shaping employees creative performance. 

The role of the manager in communicating the organizational, as well as the 

manager's own, expectations of employee creativity determines to a large extent 

how the employee will translate these expectations into desirable creative work.  
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It is through communicating to employees the expectation of being creative 

in their work that the manager is building employee creative self-efficacy and 

establishing a positive set of conditions for discussing creativity work in the future 

when the employee may encounter challenges to being creative. 

3)Creative Self-Identity- 

Everyone has their own level of creative self-identity, and higher levels are 

shown to be a predictor of increased creative performance. Some of us think of 

ourselves as highly creative and look for opportunities both at work and away from 

work to be creatively expressive and others of us, for whatever reason, have less 

interest, identity or belief that we are creative. 

4)Self-Expectations For Creativity- 

A good indicator of future creativity performance and of the internalization 

of other creativity preparation factors is the employee's self-expectations for being 

creative. These self-reported expectations tell a story of how the employee 

combine and actualize both their own needs and the external expectations to be 

creative. 

5)Creativity Readiness- 

Ideally, the organizational, managerial and employee preparation factors will 

work in concert to achieve high levels of readiness for creative work regardless of 

the variability of levels of these factors. Creativity readiness is defined as the 

employee's self-assessment of their level of readiness to successfully navigate 

future challenges to their creative work. 

Creativity Execution Factors 

Finally, the employee will either find a way to persist creatively or not and 

their willingness to do so involves all the factors of preparation as well as several 

creativity execution factors. 

a) Manager Creativity-Supportive Behavior- 

Managers can support creative work and influence employee's creative 

performance by how they model performing their own creative work, provide 

social cues and signals about how they interpret organizational expectations for 

creativity and how they react to other's creativity. 
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 They can give encouraging, or discouraging, feedback to employees at key 

junctures in the creative process. This feedback can be very influential in 

employees persisting creatively even when they have higher levels of creative self-

identity and self-efficacy. 

b) Creative Work Involvement- 

Employees who find different ways to be creative, whether it is by 

demonstrating originality their work, trying out new ideas and approaches to 

solving problems, identifying opportunities for new products/processes, or 

generating novel, but feasible work-related ideas, they are much more likely to stay 

engaged creatively regardless of the challenges thrown their way. 

c) Future Creativity Engagement- 

When thinking about how employees experience creative work, they are 

much more likely to persist creatively if they want to remain creative even when 

they are bombarded with obstacles to doing so.  

Expecting to reengage creative may well be a an outgrowth of other factors 

in the model such as high creative self-efficacy, a great manager who gives all the 

right support or a work environment where employees see a positive culture that 

encourages experimentation and sets cultural norms for persisting creatively. 

Creativity Interrupters 

Once the employee is engaged in creative work, they could be interrupted by a 

number of factors: 

 Lack of organizational support. 

 Lack of manager preparation of the employee to persist. 

 Lack of manager support for creative work. 

 Lack of employee preparation to persist. 

 Lack of skill to perform creative tasks. 

 

Creativity Preparation Help 

When asked about what was most helpful in preparing to be creative at work, 

respondents cited a broad range of reasons. 
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12) ROLE OF R& D-ROLE IN TECHNOLOGY DEVELOPMENT: 

 

 

 

 

Research and development (R&D) refers to the activities companies 

undertake to innovate and introduce new products and services to use or sell, or to 

improve its existing line. It is generally the first stage in the development process. 

The goal is to add to the company's bottom line. 

Companies across all sectors and industries undergo R&D activities. 

Corporations experience growth through these improvements and the development 

of new goods and services. Pharmaceuticals, semiconductor, and 

software/technology companies generally tend to spend the most on R&D. 

 

In Europe, R&D is known as research and technical/technological development 

(RTD). 

Understanding Research and Development (R&D)- 
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The term research and development is widely linked to innovation—both in 

the corporate and governmental world, or the private and public sectors. R&D 

allows a company to stay on top of its competition. Without an R&D program, a 

company may not survive on its own, and may have to rely on other ways to 

innovate including acquisitions or partnerships. Through R&D, companies can 

design new products and improve their existing ones. 

R&D is different from most activities performed by a corporation in the 

process of operation. The research and/or development is typically not performed 

with the expectation of immediate profit. Instead, it is focused on the long-term 

profitability for a company. They may lead to patents, copyrights, and trademarks. 

Companies that set up and employ entire R&D departments commit 

substantial capital to the effort. They must estimate the risk-adjusted return on their 

R&D expenditures—which inevitably involve risk of capital—as no immediate 

payoff is experienced and the general return on investment (ROI) is somewhat 

uncertain.  

The level of capital risk increases as more is spent on R&D. Other 

companies may choose to outsource their R&D, for a variety of reasons including 

size and costs. 

[Important: Many small and mid-sized businesses may choose to outsource their 

R&D efforts because they don't have the right staff in-house to meet their needs.] 

Activities classified as R&D may differ from one company to the next. But 

standard primary models have been identified, and exist across different 

organizations and sectors. 

Basic R&D Organizational Models 

There are two basic R&D models. One model is a department staffed 

primarily by engineers who develop new products—a task that typically involves 

extensive research. There is no specific goal or application in mind with this 

model. Instead, it is research done for the sake of research. 

 

The second model involves a department composed of industrial scientists or 

researchers, all of whom are tasked with applied research in technical, scientific, or 

industrial fields. This model facilitates the development of future products, or the 

improvement of current products and/or operating procedures. 
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R&D Accounting 

R&D may be beneficial to a company's bottom line, but it does count as an 

expense. After all, companies spend a lot of money doing research and trying to 

develop new products and services. As such, these expenses must be reported for 

accounting purposes. Any basic and applied research conducted is reported as it is 

incurred. But development can be carried forward. 

Who is Spending the Most on R&D? 

Companies can spend billions of dollars on R&D in order to produce the newest, 

most sought-after products. According to the professional services firm, Price 

Water house Coopers, the following ten companies spent the most on innovation 

and improvements in 2018:  

 Amazon: $22.6 billion. 

 Alphabet, Inc.: $16.2 billion. 

 Volkswagen: $15.8 billion. 

 Samsung: $15.3 billion. 

 Intel: $13.1 billion. 

 Microsoft: $12.3 billion. 

 Apple: $11.6 billion. 

 Roche: $10.8 billion. 

 Johnson & Johnson: $10.6 billion. 

 Merck: $10.2 billion. 

ROLE IN TECHNOLOGY DEVELOPMENT: 

R&D (Research & Development) plays a very important role in the success of a 

business. R&D contributes to sustainability of business. Many companies do not 

understand the importance of R&D until it is too late. 

 It is the R&D function that provides a platform for creativity and 

innovation to flourish in an organization. Innovative breakthroughs 

have happened only because of painstaking efforts of the R&D 

function. Perseverant efforts are needed when one is in pursuit of 

research. Every failure in a R&D effort increases the pressure to 

perform. 

 R&D helps a business to have a competitive edge over its competitors. It is 

the R&D function that develops plans much ahead other functions. The 
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R&D function needs to have a clear foresight about future problems that 

need solutions. R&D (in its development role) can act as a catalyst for 

speeding up the growth of organization by way of introducing breakthrough 

products in the market. 

 R&D is very relevant in today’s competitive scenario when customers are 

hankering after new products and new technologies. The firm that can 

successfully leverage its R&D efforts by translating the efforts in building 

new products will find itself ahead of its competitors. Expenses on R&D can 

be considered not as expenditure but as an investment. 

 The ROI on R&D efforts can take a while to materialize. But once success is 

achieved, the financial returns can be quite high. Pharmaceutical companies, 

chemical companies, automotive companies, lubricant companies invest 

massive amounts of capital expenditure and revenue expenditure for this 

reason. These companies strive to be ahead of others in their learning curve. 

 Some companies are technology leaders, while others are followers. 

Some industries prove to be laggards (they are the ones to wake up to 

the market realities a way bit late). 

 Let us take the case of mobile phones. Today there are different types of 

models that are being launched in market are the result of intensive R&D 

efforts. Apple, Sony, 3M are the companies that are known for their 

breakthrough technologies - some of these technologies are albeit disruptive 

because they make the existing technologies redundant. 

 All the modern inventions –laptops, palmtops, music players, iPods, 

mp3players, automatic washing machines, dishwashers, water filters are all 

examples of R&D efforts that had a successful outcome. Who would have 

thought that mosquitoes would provide an opportunity for new product 

development in the form of mosquito mats, repellent creams, vaporizers etc. 

 Digital photography has made the conventional technique redundant. 

Computers have confined the typewriters to the museum. E-mail has 

rendered the snail mail defunct. 

 The world moves on only through scientific inventions and discoveries 

which are result of sustained R&D effort. Only this leads to long term 

business sustainability. Sometimes R&D efforts are also necessitated to meet 

the regulatory norms eg: green technologies that reduce pollution. Hybrid 

cars, electric cars, catalytic converters in cars are examples of successful 

R&D efforts 

 The true test of R&D function lies in time to market. Business exists for the 

sake of making profits. So, the role of R&D in shortening the time to market 

becomes extremely important. Unless the R&D efforts in the lab cannot be 
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scaled up within a reasonable time frame, little can be expected in terms of 

the functional credit to be assigned to R&D. 

 In India, the problems faced by R&D functions are one too many. It is high 

time the scenario changed. Germany is known for world class engineering 

and US is known for its research agenda. India, despite having a talent pool, 

still lacks in indigenous research. We have a situation where foreign 

companies like GE and Shell come and set up R&D centers here and gain 

competitive advantage globally. 

 R&D becomes extremely relevant to make an organization future ready, to 

equip the business with the wherewithal required for commercialization of 

lab efforts through large scale production. 

 R&D function can reasonably predict future technology trends. In an 

environment filled with resource constraints, R&D efforts in the right 

direction will enable allocation of scarce resources for the right purpose. 

 R&D helps a business earn revenues through licensing of technology, 

technology transfer too. The information technology has developed so much 

in the last few years that change has become the norm in such sectors. There 

needs to be greater coordination between academic research and industry 

research. 

 Companies tend to focus more on “development” and less on “research” 

mainly to meet short term operational goals. It must be understood clearly 

that R&D has a strategic orientation and using the R&D function to meet 

short term operational goals is anything but a wise more. Some firms use 

R&D as a cost center because of the depreciation allowance given by the 

Income Tax dept. This is indeed sad. 
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